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Abstract—Traffic analysis attacks, including website fingerprinting and protocol fingerprinting, are widely adopted by Internet censorship to block a specific type of traffic. To mitigate these
attacks, some advanced approaches such as traffic morphing
and protocol tunneling techniques have been proposed. However,
the existing traffic morphing/protocol tunneling techniques suffer
from showing a strong traffic pattern or can be uncovered with
a low false positive. Further, they mainly rely on learning the
pattern for specific traffic, which makes it highly possible to be
identified due to a lack of dynamics. In this paper, we propose
a dynamic traffic camouflaging technique, coined FlowGAN, to
dynamically morph traffic feature as another “normal” network
flow to bypass Internet censorship. The core idea of FlowGAN
is to automatically learn the features of the “normal” network
flow, and dynamically morph the on-going traffic flows based on
the learned features by the adoption of the recently proposed
Generative Adversarial Networks (GAN) model. To measure
the indistinguishability of the target traffic and the morphed
traffic, we introduce a novel concept of -indistinguishability. We
evaluate the proposed method on a dataset involving 10,000 realworld flows, and experimental results show that the effectiveness
and the efficiency of FlowGAN regarding -indistinguishability,
AUC, and latency. To the best of our knowledge, our work is
the first one to adopt GAN for automatic traffic generation and
censor circumvention.

I. I NTRODUCTION
Internet censorship circumvention is regarded as one of the
key applications of anonymous communication techniques [1].
Since the network protocols and connection endpoints adopted
by circumvention systems are quite different from those of
other Internet services, it is easy for ISP-level censorship to
perform the traffic analysis attacks and block them at a low
cost without compromising any other network services. The
typical traffic analysis attacks include website fingerprinting
(WF) attacks [2], [3], [4], [5], which aim to infer the web
activity of a client (e.g., which web page is visited) even when
the client is using the anonymous tool, and protocol fingerprinting (PF) attacks [6], which analyze the traffic pattern to
measure the similarity between an unknown flow and a specific
protocol. In general, traffic analysis attacks are modeled as
the classification problem, where the attackers extract features
from traffic flows they captured and employ classifiers such as
k-Nearest Neighbors (kNN) or deep neural networks (DNN)
to fingerprint these flows.
To mitigate traffic analysis attacks, different kinds of defense techniques have been proposed in recent years. A common approach of preventing leaks is to obfuscate the encrypted
traffic by changing the statistical features of the traffic, such

as the packet size and packet timing information [3], [7],
[8]. More advanced approaches include Traffic Morphing,
which can optimally morph one class of traffic to look like
another class [9], and the protocol tunneling technique, which
leverages the popular encrypted online services (e.g., living
streaming) to transmit censored content [10]. However, the
existing traffic morphing/protocol tunneling techniques suffer
from showing a strong traffic pattern or can be uncovered
with a low false positive rate [2], [5]. Further, the existing
solutions heavily rely on the learning of the traffic pattern
of a specific kind of flow, which makes it highly possible to
be recognized and blocked by the censors. A good example is
CovertCast, which uses Youtube live streaming to transmit the
covert channel. However, Youtube has been blocked by more
than 10 countries/areas according to [11], which makes the
covert channel fail to work either. Therefore, a more dynamic
traffic camouflaging technique is highly expected.
In this study, we propose a novel traffic camouflaging technique, coined FlowGAN, which allows a proxy to dynamically
morph on-going traffic flows as some other flows. As shown in
Fig. 1, by giving a source (or censored) flow and a target (or
permitted) flow, the core idea of FlowGAN is to automatically
extract the traffic features of the target flow, and morph the
source flow to the target flow based on the extracted traffic
features. The generated flow should be indistinguishable from
the target flow, which can provide the privacy guarantee and
censorship circumvention. All of these can be achieved by
the adoption of the recently proposed Generative Adversarial
Nets (GAN) model. GAN’s discriminator tries to classify if the
output flow is censored or the permitted, while simultaneously
training a generative model to bypass the discriminator’s
detection. Since GANs learn the pattern that adapts to the
data, they can be applied to a multitude of tasks (or multiple
target permitted flows) that traditionally would require very
different kinds of loss functions. Compared with any previous
works, the proposed approach shows its superiority in terms
of dynamical traffic camouflaging, which is expected to morph
a censored flow to multiple target flows. This is expected to
prevent the censors from recognizing and blocking any specific
type of traffic. To validate the effectiveness of FlowGan, we
have designed a prototype. The evaluation is performed on a
dataset involving 10,000 traffic flows to baidu.com. We give
a formal definition on indistinguishability of two traffic flows
and evaluate the effectiveness and efficiency of FlowGan, in
terms of a series of metrics including Indistinguishability,

