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AbstrAct
The consumer Internet of Things (IoT) plat-

forms are gaining high popularity. However, due 
to the open nature of wireless communications, 
smart home platforms are facing many new chal-
lenges, especially in the aspect of security and 
privacy. In this article, we first introduce the archi-
tecture of current popular smart home platforms 
and elaborate the functions of each component. 
Then we discuss the security and privacy challeng-
es arising from these platforms and review the 
state of the art of the proposed countermeasures. 
We give a comprehensive survey on several new 
attacks on the voice interface of smart home plat-
forms, which aim to gain unauthorized access and 
execute over-privileged behaviors to compromise 
the user’s privacy. To thwart these attacks, we 
propose a novel voice liveness detection system, 
which analyzes the wireless signals generated 
by IoT devices and the received voice samples 
to perform user authentication. We implement 
a real-world testbed on Samsung’s SmartThings 
platform to evaluate the performance of the pro-
posed system, and demonstrate its effectiveness.

IntroductIon
Internet of Things (IoT) systems are playing a 
vital role in the emerging smart home environ-
ment. According to the latest research report, the 
smart home market is expected to be valued at 
US$137.91 billion by 2023, growing at a com-
pound annual growth rate (CAGR) of 13 per-
cent between 2017 and 2023. Different from the 
traditional IoT architecture where devices have 
only wired connections, this new IoT paradigm 
allows smart devices (e.g., lighting control, access 
control, home healthcare, smart kitchen, and 
home appliances) to connect with each other via 
wireless communications. To foster inter-vendor 
compatibility and encourage community-based 
software development ecosystems, some major 
players in the market have developed a few smart 
home platforms to encourage manufacturers to 
produce compatible devices and software devel-
opers to develop applications with a uniform 
abstraction of smart devices. Prominent examples 
of these platforms include Samsung SmartThings, 
Apple HomeKit, Google Home, Amazon Echo, 
and AllSeen AllJoyn.

In these IoT systems, a wide range of wireless 
protocols including WiFi, ZigBee, Z-Wave, and 
NB-IoT are supported, which allow different smart 

devices to communicate with each other as well 
as a local gateway (e.g., a hub or a base station). 
For example, the Google Home platform can 
work with over 1500 smart devices from more 
than 200 brands. Further, the smart devices in the 
platform can be remotely controlled by applica-
tions running in the cloud back-end. This feature 
reduces the hardware complexity and energy 
consumption of smart devices. It also enables 
third-party developers to develop customized 
applications to achieve their special requirements, 
which stimulates a large number of developers to 
participate in the consumer IoT ecosystems. 

Along with the popularity of consumer IoT 
is increasing concern on security and privacy 
breaches in smart homes. The consumer IoT typ-
ically comprises a wide range of resource-con-
strained smart devices, which are particularly 
vulnerable to a series of passive/active attacks. 
First, since most intra-network data are delivered 
over wireless channels, the transmissions between 
smart devices and the hub can be interfered easily 
by a jamming attack. Further, some IoT devices 
do not employ encryption in order to save power 
consumption, and the communication patterns 
between the hub and the smart devices show lim-
ited variety: it only sends a few different types of 
messages to indicate specific events and expects 
a limited number of commands from the hub 
(or the cloud). These make it easy to be eaves-
dropped and analyzed, which may potentially 
compromise a user’s privacy. From the system 
and mobile application security perspective, the 
attacker may lure a user to install malicious appli-
cations on his/her platform, which can be lev-
eraged to perform over-privileged executions to 
steal the user’s privacy information. In this article, 
we give a comprehensive survey on the potential 
security challenges in consumer IoT as well as the 
state of the art in countermeasure proposals.

In addition to the above physical/network 
layer and mobile device security challenges, the 
security issues on the voice control interface of 
the smart home platforms are gaining increasing 
attention. Voice control is one of the most import-
ant user interfaces in IoT platforms (e.g., Amazon 
Echo, Google Home). However, recent studies 
show that attackers can forge unauthorized voice 
commands to take over the IoT platform or vio-
late the user’s privacy by forging a voice com-
mand that is even inaudible to the human. To 
thwart these attacks, we propose a novel two-fac-
tor authentication framework to validate the 
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veracity of the voice command. This framework 
exploits the persuasive wireless signals generated 
from the existing IoT devices to perform authen-
tication. We design and implement a testbed on 
Samsung’s SmartThings platform to evaluate the 
proposed framework. The experimental results 
demonstrate its eff ectiveness well.

The remainder of this article is organized as 
follows. We first describe the architecture of 
some popular smart home platforms. Then we 
introduce the security and privacy challenges 
of smart home platforms and the existing solu-
tions for securing these platforms. Furthermore, 
to thwart new attacks on the voice interface of 
smart homes, we propose a novel framework and 
evaluate its performance. Finally, we conclude the 
whole article by pointing out some future works.

ArchItecture of A smArt home PlAtform
In this section, we present a typical network archi-
tecture of smart home IoT systems. As shown in 
Fig. 1, there are four kinds of major components 
in smart home IoT: smart device, hub, cloud back-
end, and user interface.

Smart Device: Smart devices are the key build-
ing blocks of the entire infrastructure. They are 
manufactured to provide diversifi ed functionalities 
for the human-centered environment. Different 
from traditional electronic devices, smart devic-
es support network communication via diff erent 
wireless protocols such as Bluetooth, Wi-Fi, Zig-
Bee, Z-Wave, and NB-IoT, which could carry for-
ward the advantages of IoT. To exhibit context 
awareness of the environment, it is fairly common 
for these devices to sense or change the environ-
ment. The sensor is a type of smart device that 
senses changes in the environment (e.g., tem-
perature or motion). It collects information and 
delivers it to other devices through a network for 
further processing. Another type of smart device, 
the actuator, is designed for changing the environ-
ment. It is usually backed by a cloud for computa-
tion. After the computation is performed, the fi nal 
command is delivered to the actuators, which 

then change their state and the environment (e.g., 
unlocking a door).

Hub: In a consumer IoT environment, the 
hub acts as the brain of the wireless network. A 
hub usually supports a variety of communication 
standards because heterogeneous devices are 
connected to it. Also, it serves as the gateway to 
the back-end cloud, which holds the aggregation 
logic for various devices. Many hubs are in the 
shape of home routers and placed in proximity 
to smart devices. In general, the hub receives the 
wireless packets from the sensors, sends the infor-
mation to the cloud, and controls other connect-
ed devices according to the message returned by 
the cloud.

Cloud Back-End: In a smart home ecosystem, 
the cloud back-end takes charge of most of the 
computational tasks. Specifically, the cloud back-
end is responsible for performing the control logic 
of the various devices in order to reduce the power 
consumption of the resource-constrained smart 
devices. For example, in Samsung SmartThings, 
users could install customized SmartApps in the 
cloud for device automation. These SmartApps are 
capable of manipulating multiple devices through 
the hub by following fixed rules (e.g., turning a 
light on when someone is coming). On the other 
hand, the developers in a community could build 
various SmartApps to make these devices more 
intelligent.

User Interface: The user interface serves as 
the interface between the user and smart devic-
es. By installing an application from the app 
market, users can control devices via the inter-
face. Recently, the voice user interface (VUI) 
has become the most popular interface due to 
its great convenience. By removing the need for 
operating by hand, consumers can easily control 
the devices by voice command. In this type of 
IoT platform, the voice control system plays the 
key role. In summary, the smart home represents 
a novel network architecture. In the next section, 
we present some emerging attacks on this new 
architecture.

Smart devices are the 
key building blocks of 
the entire infrastructure. 
Th ey are manufactured 
to provide diversifi ed 
functionalities for 
human-centered envi-
ronment. Diff erent from 
traditional electronic 
devices, smart devices 
support network com-
munication via diff erent 
wireless protocols such 
as Bluetooth, Wi-Fi, 
ZigBee, Z-Wave and 
NB-IoT, which could 
carry forward the 
advantages of IoT.

FIGURE 1. Architecture and emerging challenges of consumer IoT.
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securIty And PrIvAcy chAllenges for the  
smArt home PlAtform

In this section, we summarize the potential securi-
ty challenges for consumer IoT in smart homes as 
shown in Fig. 1. According to the different attack-
ing interfaces (e.g., physical layer, network layer, 
mobile applications, access control, and voice 
user interface), these challenges can be classified 
into the following five types.

Attack I: Jamming Attacks on the Physi-
cal Layer: The main security threat in the physi-
cal layer of a smart home network is a jamming 
attack. The aim of a jamming attack is to disturb 
the communications between the smart device 
and the hub. To achieve this goal, the attacker 
exploits a high-power radio source (jammer) to 
emit wireless signals with the same working fre-
quency as the network [1]. In the worst case jam-
ming attack (e.g., a jammer emits signals with very 
high power), the whole communications of the 
IoT system will be paralyzed. More seriously, the 
smart devices suffering jamming attacks have to 
send wireless packets due to the unstable com-
munication environment; therefore, the batteries 
of smart devices will be drained drastically.

Attack II: Wireless Traffic Analysis on the 
Network Layer: In smart home networks, smart 
devices always communicate with each other 
through local wireless network (e.g., Wi-Fi, Zig-
Bee, Z-Wave network). An eavesdropping adver-
sary can sniff the wireless channel, analyze the 
semantics of network traffic, reverse-engineer 
the communication protocols, or even perform 
spoofing attacks on IoT systems. In [2], an auto-
matic spoofer is proposed to analyze and recon-
struct the wireless customized protocols over IEEE 
802.15.4. Real-world systems can be spoofed suc-
cessfully by the automatically generated packets. 
More seriously, the attacker can infer the device 
execution states from wireless traffic, which may 
potentially compromise the user’s privacy since 
most IoT events are highly correlated with human 
activities [3].

Attack III: Over-Privileged Attacks on Mobile 
Applications: Most smart home platforms sup-
port third-party apps to support more IoT services. 
By running on the cloud back-end, these apps 
provide methods to remotely manage the work-
ing logic of smart devices or service through the 
central hub and wireless network. Since these 
apps can process the data flow among the devic-
es after being authorized, imperfect access con-
trol systems may become a potential threat. For 
example, Samsung SmartThings applies a capabil-
ity-based model to regulate the behavior of apps. 
However, the coarse granularity is pointed out 
as a design flaw in this authorization model [4]: 
many apps can potentially gain access to privileg-
es that were not explicitly requested. For example, 
an app that only needs partial right of a capability 
(e.g., on() command of capability lock) will always 
be granted the whole capability. In this way, other 
functions (e.g., off() command) can be potential-
ly abused. Therefore, malicious apps can exploit 
this flaw to launch various attacks, including fake 
alarm and backdoor pin code injection.

Attack IV: Unauthorized Device Access: 
Authorized device access is vital for smart home 
security. However, in real-world smart home IoT 

systems, due to poor implementation of security 
protocols or lack of appropriate authentication 
mechanisms, intruders can establish malicious 
connection with devices and gain access to sen-
sitive data. For example, some ZigBee devices 
may use the default link key during network join-
ing, and an attacker can illegally hijack the con-
nection and take control of devices. Besides, a 
nearby adversary can exploit a weak authentica-
tion mechanism in Bluetooth to attack wearables 
or personal devices. On the application layer, 
many vendors also fail to carefully implement the 
authentication mechanisms. A remote adversary 
can launch an attack toward smart home devices 
with weak protection over the Internet. According 
to a recent report released by WikiLeaks,1 dozens 
of IoT smart devices, such as Samsung smart TVs, 
are turned into silent listening and monitoring 
devices by the Central Intelligence Agency.

Attack V: Spoofing Attacks on Voice User 
Interface: As the primary user interface in most 
smart home platforms, the VUI is becoming the 
new target of spoofing attacks, which can be 
classified into replay attacks, hidden command 
attacks, and inaudible command attacks. In a 
replay attack, an adversary tries to fool the VUI by 
using the pre-recorded voice of a legitimate user. 
Hidden command attacks use a falsified speech 
signal as the system input [5]. As an extreme case 
of spoofing attack, the latest research [6] shows 
that it is possible to inject some hidden or even 
inaudible voice commands that cannot be under-
stood/heard by the human but can still be under-
stood by the VUI. This kind of spoofing attack 
opens a new door for the adversary to query a 
user’s sensitive information and perform undesir-
able operations, which poses a serious threat to 
the security of smart home systems.

In summary, there are some new security chal-
lenges for smart home IoT. In the next section, we 
introduce the state-of-the-art countermeasures.

exIstIng ProPosAls for  
securIng smArt home PlAtforms

In this section, we summarize the existing works 
related to the security threats of smart home plat-
forms.

Thwarting a Jamming Attack: When the 
jammer is outside the smart home platform, an 
intuitive approach to thwart a jamming attack is 
changing the frequency of the communication 
channel. The hub and devices in a smart home 
can change the channel frequency periodically 
with pre-shared channel sequence numbers. For 
the case in which the jammer is the smart device 
of the IoT platform, [1] proposes a jammer infer-
ence framework to infer the likelihood of a device 
being a jammer. This framework detects a jammer 
based on the observed jamming events, and can 
work well in multiple-jammer scenarios.

Thwarting Traffic Analysis Attacks: Traffic 
attacks typically arise due to the exposed and 
unprotected wireless network environment. An 
effective approach to thwart an eavesdropping 
attack is traffic encryption. Currently, the popular 
wireless standards (e.g., ZigBee, Z-Wave) have 
adopted strong encryption mechanisms on the 
transmitted messages. ZigBee supports 128-bit 
AES-CCM* encryption mode in the network layer, 

1 https://www.wired.
com/2017/03/cia-can-hack-
phone-pc-tv-says-wikileaks/
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while Z-Wave provides the S2 security solution, 
which implements the 128-bit AES encryption 
method. For the encrypted traffic, a potential 
attack strategy is leveraging machine-learning-
based meta data analysis, which can be thwarted 
via randomly injecting some dummy traffic.

Thwarting App Over-Privilege: This security 
problem typically results from the coarse gran-
ularity of the privilege mechanisms of develop-
er-friendly platforms. A study [4] performed an 
empirical security evaluation on the SmartThings 
platform and identified several design flaws that 
may cause app over-privilege. There are some 
existing approaches [7–9] to improve the granu-
larity of access control systems. In [4], a system 
named FlowFence is presented to require consum-
ers of sensitive data to declare their intended data 
flow patterns. Also, [7] proposes a context-based 
permission system to provide IoT platforms with 
contextual integrity by supporting fine-grained 
context identification for sensitive actions. 
Another study [8] uses code analysis and natu-
ral language processing to automatically collect 
security-relevant information from app code and 
description, and then generates an authorization 
user interface for app-sensitive operations.

Thwarting Unauthorized Devices: As unau-
thorized device threats are mainly caused by the 
weak authentication mechanism, there are two 
types of approaches to tackle this problem. The 
first way is to add authentication to the applica-
tions. For example, in [10], cryptographic secret 
handshakes between mobile devices on top of 
Bluetooth Low Energy are introduced to enhance 
the authentication. On the other side, a large 
body of work addresses the weak authentication 
problem [11, 12] by introducing the authen-
tication enhancement between IoT devices. 
Specifically, identity authentication and a capabil-
ity-based access control model are proposed for 
the smart home environment. This mechanism is 
often implemented on communication protocols 
to protect the device-level authentication.

Thwarting Voice Spoofing Attacks: To 
enhance the security of the voice interface 
against voice spoofing attacks, the key issue is 
distinguishing the voice samples generated by the 
legitimate user and the attacker. Existing articles 
propose two-factor-based voice authentication 
schemes. An acceleration-based scheme is pro-
posed in [13], which collects acceleration data 
from the user’s wearable devices. The insight of 
this scheme is that when a real human speaks a 
voice command, it will generate unique vibration 
on his/her skin. Therefore, this scheme monitors 
the vibration of human skin using an accelera-
tor, and leverages it as a key differentiating fac-
tor between a human speaker and a machine 
(e.g., loudspeaker). A proposal in [14] utilizes the 
Doppler effect of ultrasonics generated from the 
loudspeaker of a smartphone to perform voice 
authentication. When a real user speaks a voice 
command, his/her mouth motion will introduce 
special Doppler frequency bias of the reflected 
ultrasonics, and thus can be used to determine 
whether the received voice command is generat-
ed from a real human or a machine.

These aforementioned proposals require the 
user to carry specialized sensing devices to collect 
the liveness information, which may potentially 

limit them being adopted in practice. In the next 
section, we introduce a novel device-free liveness 
detection framework by leveraging the prevalent 
wireless signals in the IoT environment.

WIreless-sIgnAl-bAsed  
lIveness detectIon frAmeWork

In this section, we propose a two-factor authen-
tication framework named WiVo to thwart voice 
spoofing attacks. Specifically, WiVo leverages the 
prevalent wireless signals to differentiate a legit-
imate voice command and a spoofing one, and 
thus does not require users to carry any additional 
devices or sensors [15]. We elaborate the basic 
idea and system design of WiVo as below.

the bAsIc IdeA of WIvo
In a spoofing attack, the adversary aims to spoof 
the VUI by using a pre-recorded user’s voice or 
synthesized inaudible voice commands. The basic 
insight of WiVo is that, different from a fake voice 
command, authentic voice commands should 
have corresponding mouth motions. This obser-
vation motivates us to distinguish a fake voice 
command from authentic ones by checking if 
their mouth motions are consistent by leveraging 
channel state information (CSI)-based device-free 
sensing technologies. In particular, WiVo aims to 
build the correlation between the CSI change and 
the mouth motion, and leverages this correlation 
to verify the liveness of a voice command.

We perform an experiment to validate our 
insight. As shown in Fig. 2a, when a user speaks a 
voice command, WiVo exploits a pair of antennas 
on the IoT devices to collect the CSI of wireless 
signals, and the microphone starts recording the 
voice samples simultaneously. As shown in Fig. 
2b, the dramatic fluctuations of CSI waveforms 
happen with the occurrence of a human voice. 
Therefore, it is feasible to leverage the consisten-
cy of fluctuations between collected voice sam-
ples and CSI data to detect spoofing attacks.

the system desIgn of WIvo
WiVo consists of the following four steps. First, 
WiVo collects the voice samples and their corre-
sponding CSI data. Second, WiVo removes the 
noises in CSI and segments the syllables from the 
voice samples. Third, WiVo selects appropriate 
features from different levels. Finally, WiVo deter-
mines whether the received voice command is 
an authentic one or is suffering from spoofing 
attacks.

Voice and CSI Collection: It is technically fea-
sible to collect the voice samples and their cor-
responding CSI data simultaneously in a smart 
home. For most VUIs, it is required for the user to 
speak a predefined word, which can be utilized 
as a trigger (e.g., “Alexa” in Amazon Echo). WiVo 
only starts when the voice trigger is recognized 
by the VUI. After WiVo has been activated, WiVo 
utilizes two antennas to collect CSI data. These 
antennas can be equipped by different devices in 
the smart home. WiVo allows a transmit antenna 
to continuously send wireless packets (e.g., broad-
cast packets) and another antenna to receive 
packets, and extracts CSI data from these packets. 

Data Preprocessing: For the collected CSI 
data, WiVo leverages the wavelet de-noising to 

WiVo consists of the 
following four steps. 
First, WiVo collects the 
voice samples and their 
corresponding CSI 
data. Second, WiVo 
removes the noises in 
CSI and segments the 
syllables from the voice 
samples. Third, WiVo 
selects appropriate 
features from different 
levels. Finally, WiVo 
determines whether the 
received voice com-
mand is an authentic 
one or is suffering from 
spoofing attacks.
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eliminate high-frequency noises. For the voice 
samples, WiVo performs syllable detection on the 
voice samples. To detect the start and end points 
of a syllable, WiVo utilizes the Munich Automatic 
Segmentation System (MAUS), a widely adopt-
ed phonetic segmentation system.2 Then WiVo 
extracts the CSI syllable data according to the 
timestamps of corresponding voice samples.

Feature Selection: To calculate the consistency 
between the voice samples and the CSI data, WiVo 
needs to extract appropriate features. The first fea-
ture was based on the presence of voice. As shown 
in Fig. 2b, CSI variation occurs along with human 
pronunciation. Thus, WiVo fi rst performs short time 
Fourier transform (STFT) on the CSI data and voice 
samples to obtain their two-dimensional frequen-
cy spectrograms. Then, as shown in Fig. 2c, WiVo 
resizes the CSI spectrogram with frequency from 0 
to 30 Hz into an M  n matrix MCSI(i,h), and chooses 
a pre-defined threshold to get the contour CCSI(i), 
where i = 1, ..., n. CCSI(i) is the maximum value j
which satisfi es that MCSI(i,j)  threshold. Calculat-
ing contours CVoice(i) for the voice spectrograms 
is similar to calculating CCSI(i). Figure 2c shows 
the spectrograms and marks contours for both 
voice samples and CSI data. In a non-attack sce-
nario, the contours of CSI and voice samples have 
similar variations due to the presence of mouth 
motions. Thus, we measure the correlation Corr
between these two contours by adopting a Pear-
son correlation coeffi  cient. |Corr| ranges from 0 
to +1, where a higher value of |Corr| represents 
a higher level of similarity. We utilize |Corr| as 
the fi rst feature.

WiVo further extracts features from the CSI 
syllable data. As shown in Fig. 3, it is observed 
that similar mouth motions can cause similar 
CSI vibrations. For instance, the CSI subcarrier 
waveforms of syllable /a:/ and /la:/ have sim-
ilar shapes and amplitude vibrations, but the 
waveforms of /a:/ and /u:/ are quite different. 
Thus, we can extract the shapes from the CSI 
waveforms as their time domain features, and 
the contours from the CSI frequency spectro-
grams as the frequency domain features. Before 
launching WiVo, for each syllable, we pre-collect 
its corresponding CSI data. Then, for each col-
lected CSI data, WiVo fi nds its corresponding Ns
syllables by analyzing the collected voice sam-
ples. To reduce the computation, we divide the 
syllables into four categories according to their 

corresponding mouth motions. The four mouth 
motion types are hiant (e.g., heard like “bar” and 
“ha”), grin (e.g., heard like “a” and “bay”), round 
(e.g., heard like “law” and “saw”), and pout (e.g., 
heard like “root” and shoe”). After such division, 
diff erent types of syllables can be correlated with 
diff erent CSI features.

WiVo utilizes the Dynamic Time Wrapping 
(DTW) method to calculate the similarity Ssyll(i)
between the ith syllable and its pre-collected CSI 
profi le. Finally, WiVo generates the syllable-level 
feature Ssyll = Nsi=1Ssyll(i), where i = 1, …, Ns.

Liveness Detection: After WiVo extracts fea-
tures from collected signals, we can calculate the 
final decision score of the input, which is calcu-
lated as Score = |Corr|  Ssyll. WiVo utilizes a 
threshold-based mechanism to perform human 
liveness detection in this article. For the given 
voice command input, if its Score is larger than 
the pre-defi ned threshold, WiVo regards it as an 
authentic voice command. Otherwise, WiVo judg-
es it as a fake command and refuses to execute it. 
We give a detailed experimental evaluation in the 
following section.

exPerIment And evAluAtIon
Experiment Setup: WiVo consists of two unites 

of hardware:
1. A universal software radio peripheral (USRP) 

N210 device that connects two commercial 
WiFi antennas

2. A microphone responsible for collecting voice 
samples

The USRP N210 acts as an IoT device in a smart 
home, and collects CSI data at the rate of 1000 
pkts/s. WiVo is incorporated with the Samsung 
SmartThings platform, which is compatible with 
Amazon Alexa, a popular VUI around the world. 
As shown in Fig. 4, we develop a SmartApp in 
the SmartThings platform to implement the func-
tion of WiVo. When Alexa receives the human 
voice command “let there be light,” it will send 
the corresponding command to the hub, and at 
the same time, WiVo performs liveness detection 
by analyzing the collected CSI and voice samples. 
SmartApp will open the smart light if and only if 
the liveness detection of WiVo is successful. Oth-
erwise, SmartApp regards the voice command as 
an inauthentic one and does not execute it.

Five volunteers were recruited in the experi-
ment, and before performing voice commands, 

FIGURE 2. Illustration of WiVo: a) framework scenario; b) voice and CSI waveforms; c) voice and CSI spectrograms.
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each of them was required to perform the four 
categories of mouth motions (i.e., syllables) 10 
times as pre-collected syllable profiles. To assess 
the performance of WiVo, we choose the false 
accept rate (FAR) and true accept rate (TAR) as 
metrics. Both FAR and TAR are influenced by 
adjusting the verification threshold, and their rela-
tionships are shown in a receiver operating char-
acteristic (ROC) curve. 

Detection Accuracy: We first evaluate the 
effectiveness of WiVo to defend against spoof-
ing attacks. To perform legitimate voice com-
mands, each volunteer is required to speak 
150 voice commands. After that, we perform 
spoofing attacks for each user’s syllable profiles 
750 times. For a total of 4500 voice commands, 
the lengths of those syllables range from 4 to 8. 
Figure 5 depicts the ROC curve of WiVo, and 
we observe that with 1 percent FAR, the detec-
tion rate is as high as 99 percent. The average 
time delay of performing per liveness detection 

is 0.32 s, which is acceptable in practice. In 
summary, our experimental results well validate 
the effectiveness of WiVo in defending against 
spoofing attacks.

Performance in a Multiple-User Scenario: 
In the ideal case, for each user, WiVo performs 
liveness detection based on his/her CSI syl-
lable profiles. However, in some smart home 
environments with multiple users, it is incon-
venient to collect each user’s syllable profiles. 
A more desirable design is to collect once but 
work for multiple users. In our experiment, 
we first recruit a volunteer to provide WiVo 
with his/her syllable profiles, and then recruit 
another volunteer to perform voice commands 
450 times. After that, we implement spoofing 
attacks 450 times. Figure 5 shows the evalua-
tion result of WiVo, where WiVo achieves 96 
percent TAR with 1 percent FAR. The detec-
tion rate is smaller than that in the single-user 
scenario, since the mouth motion of another 
volunteer is not the same as the user that pro-
vides the pre-collected syllable profiles. How-
ever, the detection accuracy is high enough 
for WiVo to perform liveness detection in the 
multiple-user scenario.

Future Work: There are some limitations that 
may degrade the performance of WiVo. In the 
experiment, the user performs voice commands 
in a stable environment. However, the collected 
CSI data may be interfered by the movement of 
surrounding objects. A potential countermea-
sure is utilizing a sophisticated method such as 
multiple-input multiple-output (MIMO) beam-
forming to improve the wireless sensing capabil-
ity. In addition, when the distance between the 
user and the antennas of WiVo is too long, the 
collected CSI cannot reflect the mouth motion 
components. Increasing the density of IoT devic-
es to make sure that the user is located in the 
effective range of WiVo is a practical solution to 
address this limitation.

FIGURE 3. Different syllables: a) two CSI subcarriers waveforms of /a:/ and /la:/; b) two CSI subcarriers waveforms of /u:/ and /gu:/; 
c) CSI spectrograms of /a:/ and /la:/; d) CSI spectrograms of /u:/ and /gu:/.
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FIGURE 4. Testbed: a) SmartApp user interface; b) real case scenario.
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conclusIon
In this article, we first survey the emerging securi-
ty and privacy challenges for the consumer IoT in 
smart homes, and discuss the existing proposed 
countermeasures. To thwart the attacks on the 
VUI of smart homes, we propose a novel wire-
less-signal-based liveness detection framework 
named WiVo. WiVo utilizes the prevalent wire-
less signals in IoT environments to sense human 
mouth motion, and then verifies the liveness of 
voice commands according to the consistency 
between voice samples and CSI data. We imple-
ment WiVo on a SmartThings platform to demon-
strate its feasibility and effectiveness.
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FIGURE 5. The performance of WiVo on thwarting 
spoofing attacks.
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