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Abstract—As smart phones gradually become the dominant
network traffic generators, app traffic analysis methods have
gained great interests for network management and targeted
advertisement. Specifically, previous works have shown that
the scalability of app inference via traffic meta-data has the
edge over traditional payload based analysis. However, such
works mainly considered the ideal inference scenario where
only one app is running on the client’s device, without any
background traffic noise interfered. In this paper, we extend
the research to a more practical scenario, by assuming that
multiple apps simultaneously run on a smart phone in the noisy
background with complex traffic generated by the operating
system. To that end, we propose A PP C LASSIFIER, an Android
app fingerprinting scheme for real-time app inference. We first
leverage the observed differences in packet size distributions
and traffic sequential behaviors to boost inference accuracy for
noise-free traffic analysis. We then propose novel heuristic based
methods to re-correct mislabeled traffic flows to realize real-time
traffic inference. As a result, A PP C LASSIFIER achieves inference
accuracy of 82.3% for noise-free traffic analysis and reduces
error rate from 66.7% to 36.4% for real-time traffic inference.

I. I NTRODUCTION
With the rapid development of the smart phone market,
applications (apps) are replacing traditional browsers as the
predominant network traffic generators. According to the latest
research, in 2018, 52.2 percent of all website traffic was
generated through mobile phones [1], up from 50.3 percent in
the previous year. The mobile traffic was contributed by more
than 2.8 million Android apps and 2.2 million Apple apps. The
explosive increase in app usage makes smart phones desirable
app fingerprinting targets for any individual or organization
that aims to identify the presence of targeted apps on users’
smart phones.
App fingerprinting is regarded as an important analysis
tool as obtaining data about the types and usage patterns
of apps running within a network is valuable. For example,
knowing most popular installed apps and their throughput and
latency requirements, network administrators can optimize the
network deployment to improve the quality of the experience
(QoE) of the users [2]. Furthermore, app usage information
which has a strong correlation with the user’s demographic
information can be used for user profiling and facilitating
market research and targeted advertisements for vendors [3].
Though the hosts of TCP/IP traffic on traditional personal
computer can be easily identified by IP addresses and port
numbers, app fingerprinting on smart phones is regarded as a

greater challenge. First, payload encryption protocols, such as
HTTPS which is widely adopted, make it less likely to identify
app traffic by simply inspecting the traffic payload. Second,
IP addresses based app fingerprinting may be frustrated by
the widely adoption of content distribution networks (CDNs)
and network address translations (NATs) which allow multiple
apps to send or receive data to (and from) the same IP address
or IP address range. Due to the above reasons, automated
fingerprinting and identification of Android apps based on the
network meta-data has been receiving increasing attention [2],
[4]. The information in meta-data is usually well-formatted,
thus making it feasible to automatically process and analysis
network traffic. This leads to a significant advantage over
traditional traffic analysis [5].
The existing meta-data based app fingerprinting approaches [2], [4] work well in an ideal setting, in which
network traces are generated by launching one single app
at a time. Collecting network traces in such ideal situation
allows the automatic feature extraction and supports various
supervised learning algorithms to achieve an accurate app
identification. However, in a real-world application setting,
the existing solutions may not work well when multiple
apps are triggered simultaneously and their pair-wise traffic
interferes. Considering the fact that the Android framework
also introduces background noises, this problem is becoming
even more challenging. Therefore, a novel app fingerprinting
scheme which can deal with noisy traffic is highly desirable
in a real-world setting.
In this study, we present A PP C LASSIFIER, a novel app
fingerprinting scheme for real-time app inference. A PP C LAS SIFIER is driven by the following two observations. First,
the traffic from different apps tends to have different distributions on meta data (e.g., packet sizes), which results
in the diversified statistical features. Second, different apps
tend to have very different goals in the use of online services, which leads to the different sequential behaviors (or
click-streams). This further enhanced the dissimilarity of the
features of the different app network flows. Motivated by
these two observations, we first introduce a Random Forest
method [6] to learn the decision boundary among different
apps in statistical feature space. Then, we capture the different
sequential behaviors of various apps by introducing a novel
Markov based model. Finally, to minimize the impact of
background noises introduced by multiple apps, we propose a

