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Abstract—Even though emerging as a promising approach to
increase road safety, efficiency and convenience, Vehicular Ad
hoc Networks (VANETS) pose many new research challenges,
especially on the aspect of location privacy. The existing
literatures focus on preventive techniques to achieve location
privacy protection, however the location privacy risk
assessment receives less attention. In this paper, we introduce a
novel risk assessment method to evaluate the security risk of
VANET’s privacy based on attack tree. The proposed scheme
provides a general analysis framework to estimate the degree
that a certain threat might bring to the VANETSs. We also use
the constructed attack tree to identify possible attack scenarios
that an attacker may launch towards the privacy preserving
system in VANETS, which is expected to further improve the
system security.

Keywords-Location privacy; Attack tree; VANET; Risk
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I. INTRODUCTION

Vehicular ad hoc networks (or VANETSs) are self-
organized networks designed for communication among
vehicles [1]. In VANET, each vehicle is equipped with an
On Board Unit, by which vehicles are able to communicate
with each other as well as Road Side Unit. VANETS are
expected to support a wide range of promising applications
such as location based services. However, the broadcast
nature of the wireless medium allows an adversary to
eavesdrop on the communications containing node
identifiers, and to estimate the Ilocations of the
communicating nodes with an accuracy that is sufficient for
tracking the nodes. For example, in [2], it is reported that the
adversary can even approximately derive the drivers’ family
address and their workplaces with the collection of location
traces every day. Due to these reasons, location privacy
threat has been well recognized as one of the major security
threats for VANETs and has attracted a lot of interest
recently [3].

The existing research on VANET privacy mainly focuses
on the preventive techniques including: pseudonym based
approaches [4], group signature based techniques [5] or mix-
zone based approach [3][6][7]. The basic idea of the
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preventive techniques is introducing the privacy protection
techniques to prevent the compromise of user location
privacy. However, the preventive schemes may face the
challenges that it can only address the expected security
vulnerabilities while fails to deal with the unexpected
privacy threats. Furthermore, from a system point of view, a
comprehensive yet well-defined security evaluation enables
the system administrator to identify the most critical security
threats and attack strategies, which are more than important
for the overall success of VANET deployment. Some
reported studies investigate the possible security
vulnerabilities. In [8], it proposed a general method to assess
risk, which is not especially for location privacy in VANETS.
In [9], it identifies attacks threatening the privacy of users
based on simple cost estimation. However, they fail to give a
quantity risk analysis from a system point of view for
location privacy.

In this study, we propose a novel risk assessment
approach for location privacy preserving in VANETSs based
on the attack tree based approach. Attack tree based risk
analysis leverages tree based method to model and analysis
the risk of the system and identify the possible attacking
strategies the adversaries may launch. With the help of the
attack tree model, it is convenient to analyze the capability of
the attack source and estimate the degree or the impact a
certain threat that might bring to the system. Due to these
features, in this paper, we take advantage of attack tree based
approach to identify all the possible threats. And we further
calculate the total probability of reaching attack goal on the
basis of the attack tree. According to the quantitative result,
the decision maker of the system can decide which
protection measure should be adopted.

The reminders of this paper are organized as follows: in
section II, we introduced the attack tree method and present
how to build the attack tree. In section III, we assigned
values to leaf nodes and calculated the system’s risk. In
section IV, to estimate the most likely method an attacker
may choose, we carried out an analysis of attack scenarios on
the basis of attack tree. At last, in section V, the conclusion
was made.
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II.  ATTACK TREE MODEL FOR VANET PRIVACY

A.  System Model

Communication in VANET is divided into two parts:
vehicle to infrastructure and vehicle to vehicle. The
followings are some assumptions about the network [7]:

e Each vehicle has its own communication equipment
OBU (On Board Unit), which enables the vehicles to
communicate with others as well as the Roadside
Units (RSUs).

e It is assumed that there is a trusted third party called
Certificate Authority, like transportation authority
within the network to take charge of the network’s
security and privacy issues. Each vehicle becomes a
legitimate node of the network until it registers at
CA

e The CA disseminates each node with a single
identity as well as a set of pseudonyms after it
verified the validity of the node’s identity.

e A node changes its psecudonym at certain intervals
for the privacy preservation. Expired pseudonym is
directly removed from the vehicle’s storage media
and CA is responsible for the issuance of new
pseudonyms if a node uses up all of its pre-download
pseudonyms.

e FEach node automatically broadcasts its location,
velocity and other special information to its
neighbors at fixed intervals.

e Vehicles have enough power to install and run
personal firewall or other antivirus software to
protect it from malicious programs like worms and
viruses spread among wireless network.

B.  Building attack tree

An attack tree can be simply described as an analytical
technique which has tree structure [10]. In an attack tree, its
top event, which is also called attack goal, is an attacker’s
final desired purpose. That which event will be taken as
attack goal depends on your aim of analysis. After the attack
goal is identified, the system is analyzed in the context of its
environment and operation to find all credible events that
directly result in the attack goal’s occurrence [11].
According to the logical relationship among them, those
events are linked with an OR-gate or AND-gate. The OR-
gate is used to show that the output event occurs only if one
or more of the input events occur. The AND-gate shows that
the output event occurs only if all the input events occur. If
one of those events cannot be divided further, it is a leaf
node. Otherwise, those events are gate nodes that are treated
as sub-goals separately and be divided continually until all
the events become leaf nodes. Whether an event can be
proceeded down is determined by the depth of analysis as
well as one’s knowledge about the system. That is to say, an
event may be a leaf node in an attack tree, but a gate node in
another one.

In VANET system, we set leakage of location privacy as
the attack goal, which is denoted by G. In the follows, we
perform a top-to-down strategy to build the attack tree,
which starts from G. The overall construction process is
performed with a divide-and-conquer manner. The
intermediate causes of the G are: direct communication,
cavesdropping, stealing and illegal disclosure, which are
respectively marked by M;, M,, M;, and M, The mission
objective can be achieved if any of the four components is
reached. Now we identify the four intermediate causes as
sub-goals, and it is necessary to determine their immediate
cause or causes separately. We take the left two sub-trees in
Figure 1 for illustration, while the other sub-trees are
constructed with similar rules.

In the most left tree, there are two possibilities to achieve
sub-goal “direct communication (M;)”.

e “Inquiry (X;)”: an attacker communicates with a
target node with real identity of itself, and then
inquiries the node’s location privacy. This way
applies only when a node has low sensitivity on its
privacy.

e “Cheating (M;)”: an attacker impersonates as
someone else that the target node trusts, and gets
privacy of the target node by communicating with it.
Since nodes which have close relationship with a
target node such as friends, colleagues or service
providers are supposed to be reliable for most nodes,
this kind of attack succeeds with higher opportunity.

Therefore, the sub-goal “direct communication (M;)” can
arise from two events, “inquiry (X;) “or “cheating (M;)”.
Now we are ready to seek out the immediate causes for the
new sub-goal “cheating (M5)”, which appears as intersection
of two events: “finding vulnerabilities in the system’s
authentication mechanism X, ” and “making fake identity
X57.

We now continue the analysis by focusing our attention
on event “eavesdropping (M;)”. To get a node’s privacy by
“eavesdropping (M>)”, it is necessary to carry out “physical
layer eavesdropping (Mg)”, or “MAC layer eavesdropping
(M7)”, or “application layer eavesdropping (Ms)”. We
identified My, M,, and My as intermediates which will be
analyzed as below.

e Physical layer eavesdropping (My): This mission can
be achieved if two tasks were accomplished in a row:
“dismantle wiretap-proof device X,” and “install
wiretap device M;;”. There are three ways for an
attacker to successfully “install wiretap device M;;”:
“pretend to be a service provider X5, or “disrupt the
car’s anti-theft system Xj”, or “make use of the
owner’s carelessness X;”.

e MAC layer eavesdropping (M;): The attack “MAC
layer eavesdropping (M7)” can be launched through
two joint atomic attacks: “protocol vulnerability
analysis X~ and “reset its own configuration X,”.

e Application layer eavesdropping (Mjs): In application
layer, an attacker can choose from two aspects to
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eavesdrop: “eavesdropping pseudonyms M;,” or

“running eavesdropping software M;;”. Each of the

G leakage of location privacy X;
M, direct communication X;
M, eavesdropping Xy
M; stealing X;
M, illegal disclosure Xs
M; cheating X;
M physical layer eavesdropping Xs
M; MAC layer eavesdropping Xy
Ms Application layer eavesdropping Xio
M, physical theft X
My malicious code theft X
M, install wiretap tool X3
M, eavesdropping pseudonyms X4
M;; running eavesdropping software Xis
My stealing the car Xis
X; inquiry Xi7

finding vulnerabilities in the authentication mechanism
make fake identity

dismantle wiretap-proof device

being a service provider for cars

disrupt a car’s anti-theft system

make use of the owner’s carelessness

protocol vulnerability analysis

reset its own configuration

obtain signal receiver

analyze the adopted pseudonym mechanism’s weakness
climbing over the network’s firewall

be familiar with wireless network’s weak security feature
decipher the encrypted file

disrupt the function of removing data from remote control
purchase privacy from third party

leakage from official department

FIGURE 1 ATTACK TREE MODEL FOR VANET PRIVACY

two is further decomposed into sub-components. For
“eavesdropping pseudonyms M;,”, it is essential for an attacker
to “obtain signal receiver X10” and “analyze the adopted
pseudonym mechanism’s weaknesses X11”. While for
“running eavesdropping software M13”, after “climbing over
the network’s firewall X12” an attacker needs to “be familiar
with wireless network’s weak security feature X13” and then
compromise the target node by planting eavesdropping
program.

Sub-components of “stealing M;” and “illegal disclosure
M, are decomposed in a similar way. Note that, the attack tree
described above is only an example to capture the possible
ways launched by the adversaries. As a general framework, in
practice, an attack tree could accommodate more attack sub-
trees by considering more attack strategies of the adversaries.
We believe that the recent research progress on VANET
security and privacy will also benefit the construction of trees
[14-22].

III. RISK ASSESSMENT

For the limitation of resources, an attacker has to take into
account of many aspects including the possibility to succeed,
attack cost, technique difficulty, risk of being detected and so
on. In this paper, we calculate the total probability of reaching
the attack goal by assigning leaf nodes three attributes: attack
cost, technical difficulty and the probability to be discovered,
which are denoted as ¢;, d; and s; respectively. The grade level
standards are given in Table [ .

TABLE L GRADE STANDARD
Attack cost/ten Technical difficulty Probability to be
thousands discovered
Attack cost | grade Technical grade Probability to be grade
cL difficulty discovered
dL SL

>10 5 quite difficult 5 quite difficult 1
6-10 4 difficult 4 difficult 2

3-6 3 mediate 3 mediate 3
0.5-3 2 simple 2 simple 4
<0.5 1 quite simple 1 quite simple 5
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The specific assignment of each node’s attribute requires
knowledge of implementation details of the system including
protocols, hardware, operating system as well as attack
software and tools. Since the main concern of this paper is on
the new evaluation method in location privacy, we try to
estimate values of ¢;, d; and s, for each leaf node according to
following rules: (values that are assigned to each leaf node are
listed in Table 1I)

e  An attacker could launch an attack on any layer of the
system. The higher the attacked layer is, the more
difficult for the attacker, and the lower the probability
of success. In this condition, we can sort those layers
according to the difficulty of compromise in the
following order: application layer > transmission layer
> routing layer > MAC layer > physical layer.

e Cost of physical vehicle and labor assistant is higher
compared with that of analyzing protocol or
mechanism’s vulnerabilities.

e  Powerful nodes, for instance traffic offices or service
providers, are capable of taking more protecting
behaviors, so these nodes are more difficult to be
compromised than common nodes.

TABLE II. ATTRIBUTE VALUES FOR EACH LEAF NODE
Attribute
Leaf Technical Probability Occurre.:r}ce
node Attack cost difficulty ) to be probability
discovered
X 3 2 5 0.069
X 3 4 2 0.072
X3 2 1 4 0.117
Xy 1 2 2 0.133
X5 5 1 5 0.093
X5 2 3 4 0.072
X; 1 2 3 0.122
X5 3 3 1 0.111
X 4 2 1 0.117
Xio 2 4 2 0.083
X 3 4 3 0.061
X2 2 3 2 0.089
X3 2 5 1 0.113
X4 1 2 4 0.117
Xis 4 5 5 0.043
Xis 4 4 3 0.056
X7 5 2 5 0.060

After value assignment for leaf nodes, multi-attribute
utility theory is adopted to transfer these three attributes into
attackers’ utility value [12], which is the occurrence probability
of a leaf node. The following is a formula we applied to
calculate the utility of each leaf node:

P, =w, Xu,(c;)+w, Xu, (d,) +wy Xuy(s,)

Where u;(c;), uy(d;), us(s;) represent the utility functions
of ¢;, d; and s; separately , and their values fall into the interval
of [0,1]; w;, w,, w; are the utilities’ correspondent weights,
where wtw,tws=1.

For the convenience of calculation, in this paper we define
that w;=w,=w;=1/3. In order to get the occurrence probability
of each leaf node, we also need to determine the utility
function. Since all the three attributes are inversely
proportional to their respective utility value, we suppose that
the three utility functions u;(c;)= ux(d;)=us(s;)=u(x)=c/x
(where, the value of parameter c is chosen as (.2 in this paper
to guarantee that P; € [0, 1] even if w;, w,, w; differs). Then
the occurrence probability of each leaf node can be calculated
(see the rightmost column in Table II) by using the utility
functions combined with the attribute values assigned to leaf
nodes.

So as to calculate the total probability of reaching the
attack goal, the attack tree is transferred to a BDD [13] (Binary
Decision Diagram). According to probability counting rules in
a BDD, we get that the total probability of reaching the attack
goal is 0.239.

IV. ATTACK SCENARIOS

An attack scenario is a set of leaf nodes, in which only the
occurrence of all the leaf nodes could reach the attack goal, that
is to say the goal will not be realized if one of the leaf nodes
does not occur. An attack scenario is the real attack path that an
attacker considers. Once the attack scenarios have been known,
we could calculate their probabilities of occurrence, and then
compare them to find out the attack scenario that the malicious
may launch most likely. Suppose an attack scenario is denoted
as:

Si =Xy Xiy oo Xy )

Then the probability of an attack scenario is:

P(Sj) = P(Xj )X P(Xj, ) P(Xj ) (1)
We now adopt Boolean algebra method to get all the attack
scenarios for our attack tree.

M=X|+Ms=X|* Xp*X3)

M2=M6 +M7 +M8

% XyxMy )+ Xg X9+ Myy+M;3

% Xy (Xs+Xp+ X)) Xg*Xg) £ X g 1+X25X)3
Mzy=My+M

=(X] 57X) 4 M) P HX 2+ X1 9)

=X 5:X) g+ (X5 +Xg+X7)+(X] 2" X]

My=X 6+ X17

GZIWI +M2 +M3 +M4

=X% XX+ Xg+(Xs+Xg+X7)* XgXg+ X o= X] 1+X] 24 X3
+HX) 55X 45 (X5+ X+ X)) HX 0 X P+ X 6+ X1 7

2)(1 +X2 *X3 +X4 *XS +X4 *X6 +X4 *X7 +X8*X9+)(1 0*1\/1 1

+X] 0F X 3+ X 50X] g X5+ X] 5 X g5 Xg+ X 57X) 47 X7+ X 0" K4+ X 6+ X7

From the formula of G, we can see that there are fourteen
attack scenarios to achieve the attack goal, and they
respectively are {le}a {XZa X}}a {X4a X5}a {X4a Xﬁ}a {X4a X7}a
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Xy Xob, {Xio, Xiib, X2 Xizh, X5, Xig XishiXs Xig
X15},{X7, X14, X15},{X12, XV14},{X15},{X17}. In the first scenario
{X;}, it means an attacker can get the target’s privacy by just
launch the atomic attack X;, while in the second scenario {X,
X;}, an attacker requires to compromise the system’s
authentication mechanism X, as well as making fake identity
Xj. Therefore, we could use the equation (1) to calculate
probability of occurrence for each attack scenarios (In Table

).

TABLE IIL PROBABILITY OF ATTACK SCENARIOS
Scenarios | cach sconarips | PrOPabilies
S, X, 0.0690
s, X, X; 0.0084
S; X, X; 0.0123
S, X, X, 0.0096
S; X, X, 0.0162
Sy Xy, Xo 0.0130
S; Xi0, X11 0.0051
Ss X2, Xi3 0.0101
Sy X5, X140, Xi5 0.0005
Sio X, X14, Xi5 0.0004
Sy, X0, X10 Xo5 0.0006
Si2 X2, X14 0.0104
s X5 0.0560
s X, 0.0600

From the Table III, we find that the attack scenario S, is
the most likely happened attack path, so to protect the system
from attack, it is necessary to first keep close eyes on it and
take correspondent location protection measures.

V. CONCLUSIONS

Location privacy in VANET is getting more concerns of
the world. However, the study on the risk assessment of
location privacy hasn’t been paid much attention. This paper in
the first time adopted attack tree methodology to quantitatively
assess the risk of location privacy in VANET from the
system’s perspective. In this paper, we build an attack tree with
the leakage of location privacy information as attack goal. Also
the total possibility of reaching attack goal is calculated on the
basis of the attack tree. At last, according to the attack scenario
analysis, we find out the most likely path that an attacker may
use. The future work could be to build defense tree of the
system’s location privacy, by which the system’s overall
defense capability could be evaluated. These works also could
provide theoretical support for decision-makers to choose
adequate protection for the VANET system.
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