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Today’s Lecture

* Applying crypto technology in practice
» Two simple abstractions cover 80% of the
use cases for crypto:

— “Sealed blob”: Data that is encrypted and
authenticated under a particular key

— Secure channel: Communication channel that
can’'t be eavesdropped on or tampered with

» Today: SSL — a secure channel



Today’s Lecture

* Goal #1: overview of SSL/TLS, the most
prominent Internet security protocol

— Secures the web via HTTPS

» Goal #2: cement understanding of crypto
building blocks & how they’re used together



Building Secure End-to-End Channels

= communication protections
achieved all the way from originating client
to intended server

— With no need to trust intermediaries

* Dealing with threats:
— Eavesdropping?
(including session keys)
— Manipulation (injection, MITM)?
(use of a MAC); replay protection

— Impersonation? What's missing?
(Availability )



Building A Secure End-to-End
Channel: SSL/TLS

 SSL = Secure Sockets Layer (predecessor)
 TLS = Transport Layer Security (standard)

— Both terms used interchangeably

« Security for application that uses TCP

— Secure = encryption/confidentiality +
integrity + authentication (of server, but
not of client)

— E.g., puts the ‘s’ in “https”



Regular web surfing - http: URL
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Web surfing with TLS/SSL - https: URL
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Basic idea

Browser (client) picks some
symmetric keys for encryption
+ authentication

Client sends them to server,
encrypted using RSA public-
key encryption

Both sides send MACs

Now they use these keys to
encrypt and authenticate all
subsequent messages, using
symmetric-key crypto

Amazon
Server

W)

MAC\G(. . )

Browser




HTTPS Connection (SSL / TLS)

Amazon

» Browser (client) connects to Browser
Server

Amazon’s HTTPS server

 Client picks 256-bit random
number Rg, sends over list of
crypto algorithms it supports

 Server picks 256-bit random Heyy,,
number Rg, .selects. algorithms (SSL+RI;§A+ 4
to use for this session SDEg,

e Server sends over its certificate
* (all of this is in the clear)

 Client now validates cert




HTTPS Connection (SSL / TLS)

: : Amazon
« Browser (client) connects via  Browser

TCP to Amazon’s HTTPS server Seryer

w}
» Client picks 256-bit random NACK
number Rg, sends over list of
crypto protocols it supports | ACk
« Server picks 256-bit random m
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HTTPS Connection (SSL / TLS), cont.

Amazon
Server

 For RSA, browser constructs
“Premaster Secret” PS

« Browser sends PS encrypted using
Amazon’s public RSA key Kaazon

« Using PS, Rg, and Rg, browser &
server derive symm. cipher keys
(Cg, Cs) & MAC integrity keys (lg, |s)

— One pair to use in each direction

Browser

ert

PS|

%

PS



HTTPS Connection (SSL / TLS), cont.

« For RSA, browser constructs Browser Amazon

“Premaster Secret” PS ) Server
er

« Browser sends PS encrypted using fy/
Amazon’s public RSA key Kaazon
» Using PS, Rg, and Rs, browser & PS; {PS
. . )
se m. cipher keys Amazon
(Cg, Cs AC integrity keys (lg, |s) PS

— One Jpair to use in each direction

~

These seed a cryptographically strong
pseudo-random number generator (PRNG).
Then browser & server produce Cg, Cg, elc.,

Kby making repeated calls to the PRNG. P




HTTPS Connection (SSL / TLS), cont.

Amazon
Server

 For RSA, browser constructs
“Premaster Secret” PS

» Browser sends PS encrypted using
Amazon’s public RSA key Kamazon

« Using PS, Rg, and Rg, browser &
server derive symm. cipher keys
(Cg, Cs) & MAC integrity keys (lg, Is)

— One pair to use in each direction

- Browser & server exchange MACs
computed over entire dialog so far

 If good MAC, Browser displays G

 All subsequent communication
encrypted w/ symmetric cipher (e.g.,
AES128) cipher keys, MACs

— Sequence #'s thwart replay attacks
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Alternative: Key Exchange via Diffie-Hellman

For Diffie-Hellman, server

generates random a, sends public

params and g2 mod p

« — Signed with server’s private key

Browser verifies signature

Browser generates random b,
computes PS = ga> mod p, sends

to server

Server also computes
PS = g2 mod p

Remainder is as before: from PS,
Rg, and Rg, browser & server
derive symm. cipher keys (Cg, Cy)
and MAC integrity keys (lg, |s),

Py

Browser

PS

- on
p, 92 mod Py KA
g 3
' b
W
MAC(OI' PS
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HTTPS Connection (SSL / TLS)

. . Amazon
* Browser (client) connects via  Browser Server
TCP to Amazon’s HTTPS server

w}
* Client picks 256-bit random

number Rg, sends over list of SYNA
crypto protocols it supports ACK
» Server picks 256-bit random Hei,
(TLS+ .)’I‘nd
number Rg, selects protocols to (Ssp, R84+, E%R
1

: : RS 71502 Is
use for this session A3ppg, 284Sy, PPofe

MDS)Or Oor
* Server sends over its certificate oqus
o —Rs. oAl |
* (all of this is in the clear) GHRSATA

* Client now validates cert




Certificates

Cert = signed statement about someone’s public key

— Note that a cert does not say anything about the identity of
who gives you the cert

— It simply states a given public key Kg,,, belongs to Bob ...

e ...and this statement with a digital signature made using a
public/private key pair, say from Verisign

Bob then can prove his identity to you by you sending
him something encrypted with Ky, ...
— ... which he then demonstrates he can read

... or by signing something he demonstrably uses

Works provided you that you have a valid copy
of Verisign’s public key ...
— ... and you Verisign to use prudence when she signs

other people’s keys



Validating Amazon'’s ldentity

* Browser compares domain name in cert w/ URL

— Note: this provides an

(as opposed to say a cert associated with an |IP address)

» Browser accesses separate cert belonging to issuer
— These are hardwired into the browser — and

— There could be a chain of these ...

* Browser applies issuer’s public key to verify
signature S, obtaining hash of what issuer signed
— Compares with its own SHA-1 hash of Amazon’s cert

* Assuming hashes match, now have high

confidence it's indeed Amazon ...
—assuming signatory is trustworthy

= assuming didn'’t lose
private key; assuming
didn’t sign thoughtlessly




End-to-End = Powerful Protections

» Attacker runs a sniffer to capture our WiFi
session?

— (maybe by breaking crummy WEP security)
encrypted communication is unreadable
* No problem!
 DNS cache poisoning?

— Client goes to wrong server
detects impersonation
* No problem!

 Attacker hijacks our connection, injects new traffic

data receiver rejects it due to failed integrity check
* No problem!



Powerful Protections, cont.

 DHCP spoofing?
— Client goes to wrong server
detects impersonation
* No problem!
« Attacker manipulates routing to run us by an
eavesdropper or take us to the wrong server?
they can’'t read; we detect impersonation
* No problem!

» Attacker slips in as a Man In The Middle?
they can'’t read, they can't inject
— They can’t even replay previous encrypted traffic
— No problem!



Validating Amazon'’s ldentity, cont.

» Browser retrieves cert belonging to the issuer
— These are hardwired into the browser — and trusted!

 What if browser can’t find a cert for the issuer?



This Connection is Untrusted

¥ou have asked Firefox to connect securely to www.mikestoolbox.org, but we can't
confirm that your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that yvou are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you wsually connect to this site without prablems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

[ Get me out of here!jl

Technical Details

www. mikestoolbox.org uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is not trusted.
(Error code: sec_error_untrusted_issuer})

| Understand the Risks

4 Safari can't verify the identity of the website
ﬂ “www.mikestoolbox.org”.

e
\_ @ The certificate for this website was signed by an unknown certifying
— authority. You might be connecting 1o a website that Is pretending o be
“warw.mikestoolbox.org”, which could put vour confidential informarion at
risk. Would you like to connect to the website anyway?

@ ( Show Certificate ) ( Cancel :'I (Cnntinue :1




Validating Amazon'’s ldentity, cont.

* Browser retrieves cert belonging to the issuer
— These are hardwired into the browser — and trusted!

 What if browser can’t find a cert for the issuer?

* |[f it can’t find the cert, then warns the user that site

has not been verified
— Can still proceed, just without authentication

* Q: Which end-to-end security properties do we lose
iIf we incorrectly trust that the site is whom we think?

* A: All of them!
— Goodbye confidentiality, integrity, authentication

— Active attacker can read everything, modify, impersonate



SSL /TLS Limitations

* Properly used, SSL / TLS provides powerful end-
to-end protections

* S0 why not use it for everything??

* |ssues:
— Cost of public-key crypto (fairly minor)
o Takes non-trivial CPU processing (but today a minor issue)
o Note: symmetric key crypto on modern hardware is non-issue

— Hassle of buying/maintaining certs (fairly minor)



SSL /TLS Limitations

* Properly used, SSL / TLS provides powerful end-
to-end protections

* S0 why not use it for everything??

* |Ssues:
— Cost of public-key crypto (fairly minor)
o Takes non-trivial CPU processing (but today a minor issue)
o Note: symmetric key crypto on modern hardware is non-issue
— Hassle of buying/maintaining certs (fairly minor)
— Integrating with other sites that don’t use HTTPS
— Latency: extra round trips = 1st page slower to load



Group Discussions

* Can SSL/TLS perfectly address all of the security issues?



SSL / TLS Limitations, cont.
* Problems that SSL / TLS does not take care of ?

* TCP-level denial of service
—SYN flooding
— RST injection

o (but does protect against data injection!)
* SQL injection / XSS / server-side coding/logic flaws
* Vulnerabilities introduced by server inconsistencies



SSL / TLS Limitations, cont.
* Problems that SSL / TLS does not take care of ?

* SQL injection / XSS / server-side coding/logic flaws
* Vulnerabilities introduced by server inconsistencies



Regular web surfing: http: URL
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SSL / TLS Limitations, cont.
 Problems that SSL / TLS does not take care of ?

* SQL injection / XSS / server-side coding/logic flaws
* Vulnerabillities introduced by server inconsistencies
* Browser coding/logic flaws

» User flaws

—Weak passwords
— Phishing

* |ssues of trust ...



TLS/SSL Trust Issues

 User has to make correct trust decisions ...
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The equivalent as seen by most Internet users:

ri@ This page has an unspecified potential securty flaw.

o . - ?
:J. Would you like to continue?

Tes | Mo | I

(note: an actual Windows error message!)



TLS/SSL Trust Issues, cont.

o “Commercial certificate authorities protect you from
anyone from whom they are unwilling to take money.”

— Matt Blaze, circa 2001

« S0 how many CAs do we have to worry about,
anyway?
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TLS/SSL Trust Issues

o “Commercial certificate authorities protect you from
anyone from whom they are unwilling to take money.”

— Matt Blaze, circa 2001

 So how many CAs do we have to worry about,
anyway?

« Of course, it's not just their greed that matters ...
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Solo Iranian hacker takes credit for Comodo
certificate attack
Security researchers split on whether 'ComodoHacker' is the real deal

By Gregg Keizer B
March 27, 2011 OB:39 FM ET J Comments (5] « Recommended (37)  [f] Like -84

Computerworld - A solo Iranian hacker on Saturday claimed responsibility
for stealing multiple SSL certificates belonging to some of the Web's
biggest sites, including Google, Microsoft, Skype and Yahoo.

Early reaction from security experts was mixed, with some believing the
hacker's claim, while others were dubious.

Last week, conjecture had focused on a state-sponsored attack, perhaps
funded or conducted by the Iranian government, that hacked a certificate
reseller affiliated with U.S.-based Comodo.

On March 23, Comodo acknowledged the attack, saying that eight days
earlier, hackers had obtained nine bogus certificates for the log-on sites of
Microsoft's Hotmail, Google's Gmail, the Internet phone and chat service
Skype and Yahoo Mail. A certificate for Mozilla's Firefox add-on site was
also acquired.
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Solo Iranian hacker takes credit for Comodo
certificate attack
Security researchers split on whether 'ComodoHacker' is the real deal

By Gregg Keizer
March 27, 2011 OB:30 PM ET J Comments {5) « Recommended (37) [f] Like -84

Where did you learn about cryptography and hacking. Are there books in Persian?
English books? Or are you self-taught, learning from the Internet?

d) I'm self taught, books in Persian and English, but mostly papers in
internet, short papers from experts like Bruce Schneier, RSA people (Ron,
Adi and Leonard) and specially David Wagner. | learned programming in
Qbasic when | was 9, | started learning cryptography when | was 13

funded or conducted by the Iranian government, that hacked a certificate
reseller affiliated with U.S.-based Comodo.

On March 23, Comodo acknowledged the attack, saying that eight days
earlier, hackers had obtained nine bogus certificates for the log-on sites of
Microsoft's Hotmail, Google's Gmail, the Internet phone and chat service
Skype and Yahoo Mail. A certificate for Mozilla's Firefox add-on site was
also acquired.



CMNET * News » InSecurity Complex » Fraudulent Google cedificate points to Internet attack

Fraudulent Google certificate
points to Internet attack

Is Iran behind a fraudulent Google.com digital certificate”? The
situation is similar to one that happened in March in which spoofed
certificates were traced back to lran.

by Elinor Mills | August 29, 2011 1:22 PM PDI1
W Follow

A Dutch company appears to have issued a digital certificate for Google.com to someone other
than Google, who may be using it to try to re-direct traffic of users based in Iran.

Yesterday, someone reported on a Google support site that when attempting to log in to Gmail
the browser issued a warning for the digital certificate used as proof that the site is legitimate,
according to this thread on a Google support forum site.



General | Details | Certification F‘athi

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
s Praves your jdentity to a remote computer
» Protects e-mail messages

* Ensures software came from software publisher |
» Protects software from alteration after publication
» Allows data to be signed with the current time

* Refer to the certification authority's statement for details.

| b

m

1

Issued to: *.google.com

Issued by: DigiNotar Public CA 2025

valid from 7/10/2011 to 7/9/2013

| Issuer Statement |

Learn more about cerfificates

Lok |

This appears to be a
fully valid cert using
normal browser
validation rules.

Only detected by
Chrome due to its
recent introduction of
cert“pinning” —
requiring that certs
for certain domains
must be signed by
specific CAs rather
than any generally
trusted CA



October 31,2012, 10:49AM

Final Report on DigiNotar Hack Shows Total
Compromise of CA Servers

The attacker who penetrated the Dutch CA DigiNotar last year had complete control of all
eight of the company's certificate-issuing servers during the operation and he may also have
issued some rogue certificates that have not yet been identified. The final report from a '

Evidence Suggests DigiNotar, Who Issued Fraudulent
Google Certificate, Was Hacked Years Ago

from the diginot dept

The big news in the security world, obviously, is the fact that a fraudulent Google certificate
made its way out into the wild, apparently targeting internet users in Iran. The Dutch
company DigiNotar has put out a statement saying that it discovered a breach back on July
19th during a security audit, and that fraudulent certificates were generated for "several
dozen” websites. The only one known to have gotten out into the wild is the Google one.



TLS/SSL Trust Issues

" Comm ercial certificate authorities protect you from
anyone from whom they are unwilling to take money.”

— Matt Blaze, circa 2001

So how many CAs do we have to worry about,
anyway?

Of course, it's not just their greed that matters ...

... and it's not just their diligence & security that
matters ...

— “A decade ago, I observed that commercial certificate

authorities protect you from anyone from whom they are

unwilling to take money. That turns out to be wrong, they
don't even do that much.” - Matt Blaze, circa 2010



BONUS SLIDES



Law Enforcement Appliance Subverts SSL

By Ryan Singel 1 March 24, 2010 | 1:55 pm | Categories: Surveillance, Threats

That little lock on your browser window indicating you are communicating securely with your bank or e-
mail account may not always mean what you think its means.

Mormally when a user visits a secure website, such as Bank of America, Gmail, PayPal or eBay, the
browser examines the website's certificate to verify ils authenticity.

Al a recent wiretapping convention, however, security researcher Chris Soghoian discovared that a
small company was marketing internet spying boxes to the feds. The boxes were designed to Intercept
those communications — without breaking the encryption — by using forged security certificates,
instead of the real ones that websites use to verlfy secure connections. To use the appliance, the
government would need to acquire a forged certificate from any one of more than 100 trusted Certificate
Authorities.
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