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Click-interception attackers usually force a user to visit a URL



Click Interception 101

o #1: Hyperlinks, i.e., <a> elements
 Moditying existing hyperlinks

http://www.evil.com/

May offers MPs §1jexit delay vote

<a iId="head-1" href="http://www.evil.com/">1ews/uk-politics-47373996">
<h2>May offers MPs Brexit delay vote</h2>
</a>

: JavaScript

var a = document.getElementByld("head-1");
var url = "http://www.evil.com/";
a.href = url:
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Click Interception 101

o #1: Hyperlinks, i.e., <a> elements
 Moditying existing hyperlinks
o Creating huge hyperlinks

https://www.bbc.com/

<a href="http://www.evil.com/">
4 )

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiat imperdiet. Vivamus
maximus lectus ut pharetra consectetur. Duis in massa a lacus fringilla ullamcorper. Pellentesque habitant morbi

tristique senectus et netus et malesuada fames ac turpis egestas. Proin aliquam lacinia nulla, a porttitor augue porta
eu. Vivamus id vehicula quam. Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis

sem. Class aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Nulla congue pulvinar
ligula nec varius.

Vivamus eleifend felis nulla, in scelerisque orci vestibulum ut. Aenean augue sem, posuere sed finibus sit amet,
accumsan quis elit. Nunc elementum tincidunt ante. Integer maximus nunc eget dolor pulvinar commodo. Vestibulum
tincidunt libero sapien, vel egestas libero gravida et. Interdum et malesuada fames ac ante ipsum primis in faucibus.

JavaScript

var a = document.createElement("a");
var url = "http://www.evil.com/";

a.href = url:

a.innerflext = "Lorem ipsum ...";

document.body.appendChild(a);
\_
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Click Interception 101

e #2: EventListeners

http://www.evil.com/

May offers MPs §1jexit delay vote

<div class="container">
<h2 id="head-1">May offers MPs Brexit delay vote</h2>
</div>

-

JavaScript

var h = document.getElementByld("head-1");

var url = "http://www.evil.com/";

h.addEventListener("click", function() {
window.location.href = url;

});
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Click Interception 101

 #3: Visual Deception

e Mimicry

https://www.bbc.com/

Some Caption

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiat
imperdiet. Vivamus maximus lectus ut pharetra consectetur. Duis in massa a lacus fringilla
ullamcorper. Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac
turpis egestas. Proin aliquam lacinia nulla, a porttitor augue porta eu. Vivamus id vehicula quam.
Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis sem. Class
aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Nulla
congue pulvinar ligula nec varius.

Vivamus eleifend felis nulla, in scelerisque orci vestibulum ut. Aenean augue sem, posuere sed finibus sit amet, accumsan quis
elit. Nunc elementum tincidunt ante. Integer maximus nunc eget dolor pulvinar commodo. Vestibulum tincidunt libero sapien, vel
egestas libero gravida et. Interdum et malesuada fames ac ante ipsum primis in faucibus. Cras tempor eget ipsum non
ullamcorper. Aliqguam euismod lacus at elementum volutpat. Curabitur in fringilla quam, fermentum volutpat risus. Aenean eu
sapien quam. Nulla sit amet sem pharetra, vestibulum nibh eu, dignissim diam. Vivamus condimentum in ipsum gravida feugiat.

Some Caption

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiat
imperdiet. Vivamus maximus lectus ut pharetra consectetur. Duis in massa a lacus fringilla
ullamcorper. Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac
turpis egestas. Proin aliguam lacinia nulla, a porttitor augue porta eu. Vivamus id vehicula quam.
Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis sem. Class
aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Nulla
congue pulvinar ligula nec varius.




Click Interception 101

 #3: Visual Deception
e Mimicry
e [ransparent overlay

http://www.evil.com/

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiat
imperdiet. Vivamus maximus lectus ut pharetra consectetur. Duis in massa a lacus fringilla
ullamcorper. Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac
turpis egestas. Proin aliquam lacinia nulla, a porttitor augue porta eu. Vivamus id vehicula quam.
Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis sem. Class
aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Nulla

S()me Caption congue pulvinar ligula nec anE

Click me to visit http://www.evil.com/



http://www.evil.com/

Threat Model

e First-party scripts are trustworthy (arguable)
e Athird-party script may intercept click on any element
* |Intercepting clicks on a script's own elements Is allowed

http://www.a.com/
We focus on detecting third-party script click interception

f First-party Scripts | First-party elements
<script src="assets/a.js"> Statically generated
<script src="http://static.a.com/b.|s">

Cscript>alert(“. "), </script> y Dynamically generated

---------------------------------------------------------------------------------------------------------------------------------------------------------------------
.
PS *

f Third-party Scripts | Third-party elements

<script src="https://doubleclick.net/ad.js”>
<script src="https://lib.com/lib.|s"> Dynamically generated
<script src="https://fb.com/like.|s"> Dynamically generated

A third-party script has the same privilege as a first-party script




Challenges of Detecting Click Interception

JavaScript code analysis
e Javascriptis a programming language
e Static program analysis is difficult
* A script can insert an inline script, e.qg., <script> ... </script>
* Inline scripts do NOT have a src attribute
* Determining the class of inline scripts is difficult

Element creation and mutation detection
e JavaScript is unable to determine the initiating script of an element
o A MutationObserver can observe mutation ot attributes, childList, and
subtree of a specific element
* You have to create a MutationObserver for each element
e |tstill does NOT know which script caused the change

Would a browser extension help?

* No, browser extension is developed using Javascript

10



Our Solution - Observer

e Detectl
e Detectl
e Detectl
e Detectl

Nng changes to hyperlinks
ng dynamic hyperlink creations

M

[

A browser based analysis framework

g dynamic script insertions
g EventlListener registrations

JavaScript Engine

{:} {:}

JS Bindihg Layer

——————————————————————————————————————————————

Observer Monitoring Code

Rendering Engine

DOM Layer

Observer Monitoring Code
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Detecting

JavaScript Engine - V8

JavaScript
/* returns the scriptlD of the bottom JS frame */ var a = document.getelementByld("head-17);
static int GetBottomScriptID(): a.href = "http://www.ewikcom/";
Rendering
Engine
VBUSVStringOrTrustedURL.:: Tolmpl(..., v8_value, cpp_value, ...);
imB!->IogChange(v8::Ge’_tB__o_t,t_omScriptID());
VeBinding 3y ... e
DOM void HTMLANnchorElement::setHref(const USVStringOrTrustedURL& stringOrTrustedURL,

ExceptionState& exception_state) {
setAttribute(kHrefAttr, stringOrTrustedURL, exception_state);

}

Observer |void HTMLANnchorElement::logChange(int scriptiD) {
Code this->changelLog->appendLog(scriptlD, getAttribute(kHrefAttr));

}

12



Detecting Mimicry

https://www.bbc.com/

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiaté
imperdiet. Vivamus maximus lectus ut pharetra consectetur. Duis in massa a lacus fringilla
ullamcorper. Pellentesque habitant morbi tristique senectus et netus et malesuada fames acE
turpis egestas. Proin aliquam lacinia nulla, a porttitor augue porta eu. Vivamus id vehicula quam.E
: : Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis sem. Classg
aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Nullag

SOme CaptiOIl congue pulvinar ligula nec varius.
CSS class: para-medium, column-2
# <img>: 1 Sibling element groups

size(container): 72K; ratio(<img>): 15% l

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiaté
imperdiet. Vivamus maximus lectus ut pharetra consectetur. Duis in massa a lacus fringiIIaE
ullamcorper. Pellentesque habitant morbi tristique senectus et netus et malesuada fames ac:
turpis egestas. Proin aliquam lacinia nulla, a porttitor augue porta eu. Vivamus id vehicula quam.E
: : Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis sem. Classg
aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. NuIIa§

SOme Caption congue pulvinar ligula nec varius.

CSS class: para-medium, column-2, xxx
# <img>: 1
size(container): 70K; ratio(<img>): 16%




Detecting Transparent Overlay

https://www.bbc.com/

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Maecenas tempor dolor vel feugiaté
imperdiet. Vivamus maximus lectus ut pharetra consectetur. Duis in massa a lacus fringilla:
ullamcorper. Pellentesque habitant morbi tristique senectus et netus et malesuada fames acg

turpis egestas. Proin aliquam lacinia nulla, a porttitor augue porta eu. Vivamus id vehicula quam.g
Phasellus tempor nibh ex, vitae fringilla elit maximus in. Vestibulum lacinia lobortis sem. Class:

aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Nulla:
congue pulvinar ligula nec varius. :

Click me to visit httz./'veawwv.evil.com/



http://www.evil.com/

Implementation & Experiments

 Chromium 64.0.3282.186
e ~1K lines of C++ code
* Browser automation using Selenium
e Auto-clicking all elements
* Disabled page navigation in experiments to only log URLSs

e Alexa top 250K websites
e Valid data from 228K websites (91.45%)
e 2M distinct third-party scripts
e 1.2M distinct domains
 2M unigque
e 428K unigue domains

15



Results

437 scripts, 613 websites, 43 million combined daily visits

Technique # Cases # Websites % Cases  # Daily Visits
Hyperlinks 4178 22 89.57 12,680,591

Modifying 1st-party links 4,027 100 86.29 2,496,620

Moditying other 3rd-party links
Inserting huge 3rd-party links
Event Listeners
On 1st-party nodes
On other 3rd-party nodes
Visual Deceptions

Mimicry

Transparent Overlay

31 2 0.60 033,247
120 119 2.0/ 9,001,724
203 172 4.35 5,455,821
189 101 4.05 4,630,145

14 12 0.30 819,676
236 231 6.13 20,209,314
140 87 3.00 106,004,258
140 144 3.13 38,005,000

16



Case Study - Hyperlinks

magazinweb.net

® o « Shrink your URLs and get paid! X ==

@ Not Secure | uclaut.net/rweasy/-64808X1JB/20955497/http:/fmagazinweb.net/?rndad=2310888279-1550914658 ¢ | @

% adFly

AdF.ly : shorten urls and earn money T ) Your Site Here: 10,000 visitors / $5.00 Share |

Install the latest version
of FlashPlayer

Run all your Flash files for Mac OS with the latest FlashPlayer

FlashPlayer
Install the latest version: Operating System: OSX DOWNLOAD NOW

* https.//cdn.adrt.ly/js/link-converter.js modified almost all hyperlinks
. porovides a URL-shortening service
* The websites include its script to intercept clicks for ad payment

INSTALL NOW SAYE 1U COMFUIER

AdChoices AdF.ly uses cookies. By continuing to browse the site, you are agreeing to aur use of cookies and third-party advertisers Find ocut more.




Case Study - EventHandlers

magazinweb.net
®@ ®® @ CryptoTabBrowser- Easyway X | J) magazinweb.net x | +
@ https://get.cryptobrowser.site/en/1635853/ w @
* The script also used EventListeners to intercept clicks
e [t took a user to an ad landing page
e [t used a pop-up window to re-open the previous page

Try the new CryptoTab browser featuring a built-in mining algorithm and achieve up to eight times faster speed
compared to Google Chrome. Lightweight, fast, and ready to mine!

0

o

g Lightweight, fast, and ready to mine!
o

Install the CryptoTab browser® and take

advantage of increased mining speed

combined with the familiar interface and

1 RIANIEAN AT

functionality of Chrome.

2 1.528012033456
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Case Study - Mimicry
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Tessa Kaunang dan Sandy
Tumiwa, Ketika Cerita Damai
Bersenandung

Lirik Lagu Lauv, Bracelet

Ramail Fenomena Artis
Bercadar, Ini1 Kata Alyssa
Soebandono

> Menangkat Share Pengalaman
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« bangkok .
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#JagainKamu dan

[P Telane Pernikahan Pria Ini

bintang.com

POPULER

Diknitik Netizen, Gaya Jessica

Iskandar Dinilai Kurang Santu...

Nagita Slavina Selalu Dipup
Sabar, Raffi Ahmad Bongkar...

REKOMENDASI

10 Fashion Gagal yang Bikin Kamu
Ingin Beliin Mereka Bajul!

X |

-

-

Ketika N1a Ramadhani Kena Getah
Ucapannya Sendir

https://securepubads.g.doubleclick.net/gpt/pubads_impl_207.js
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Case Study - Transparent Overlay
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O o ® Virus Found - Apple X -+

® Not Secure | www.apple.com-repair-os.live/old/?campid=9ed55dba-7804-4210-aa10-06d456caabcfamodel=De... ¥ (@

iPhone Watch

Your system is infected with 3 viruses! Wednesday, February 20, 2019 5:58 PM

Your Mac is infected with 3 viruses. Our security check found traces of 2 malware and 1 phishing/spyware. System damage: 28.1%

- Immediate removal required!

AppleCare

Protection Plan The immediate removal of the viruses is required to prevent further system damage, loss of Apps, Phatas or other files,

Traces of 1 phishing/spyware were found on your Mac with MacQS 10.14 Mojave.

Personal and banking information is at risk.

To avoid more damage click on 'Scan Now' immediately. Our deep scan will provide help immediately!
3 minute and 38 seconds remaining before damage is permanent.

A click-interception victim user can be exposed to m
malicious content!




Conclusion

A new class of privilege abuse by third-party Javascript code

Observer, a browser-based analysis framework

 Hyperlinks, EventHandlers, Visual Deception

437 click-interception third-party scripts on 613 welbsites
Click interception has become a new ad click fraud method
Click interception can lead victim users to malicious contents

Observer can be extended to stop click interception
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Thank you!

Q& A



