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ckground

Privacy

= Format-Preserving
= Encryption (FPE)

m No other existing proposals
for encrypting EXIF
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PS in Smartphones

$09) A-GPS

Synchronize GPS satellite position
and current time by 3G or 4G
communication networks

8

Signal of wireless router
identifying location




EXIF

How
tphone, camera, efc

Data Travels
Across devices,
software, etc

L&),

Photo storage services
Google images, WeChat
Moments, Weibo, Facebook,
Instagram
( Some services strip EXIF data )




d mine of information”

OMEONE FAMOUS




Format-Preserving Encryption

e Encrypt plaintext with values of same format

e [efense

e Thus, FPE is not used in this paper’s proposal

Credit Card Number

Block Cipher

4000 0021 6534 9978

Fig. 1. Example of encryption credit card number






plain text left plain text right

Unbalanced Feistel Network - divide plain into unequal lengths

5@3 Calculation of L and R values - R is entered in round function along with
key, tweak, and corresponding # of rounds

Round function algorithms: HMAC and AES. Calculate XOR with L. Then
attach to existing value R.

Fig. 2. Structure of FEI1 algorithm [7]



Design of GPS Encryption using FE1

Encryption Process shown below is the same
as Decryption Process

Import original image file to encrypt

GPS latitude and longitude tag value
searched in EXIF structure of the original
image file

Generate a copy of the original image file

Extract and convert the string that searched
the completed value “ Search matched GPS latitude and longitude

tag value in the EXIF structure of the copied
image file and remove it

FE1 round function

Search matched GPS latitude and longitude
tag value in the EXIF structure of the copied
image file and store encrypted value in
matched tag field

Generate encrypted image file
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1. encrypt 2. decrypt
Choose the number you want

Image Latitude : 36,46,10

Image Longitude : 126,55,56

Encrypted Image Latitude : 14,40,48
Encrypted Image Longitude : 404,41,54

Edit Complete

{Encrypt)>

1. encrypt 2. decrypt
Choose the number you want

Image Latitude : 14,40,48
Image Longitude : 404,41,54

Decrypted Image Latitude : 36,46,10
Decrypted Image Longitude : 126,55,56

Edit Complete

{Decrypt>

& test.pg Properties
General Securty Detalls Previous Versions

Property Value

GPS
Latitude 36 46: 10 estjpg
Longttude 126; 55; 56 w

w testresult,pg Properties
General Secuty Detals Previous Versions

Property Value

GPS
Lattude 14; 40; 48

testresultpg

Longtude 404,41, 54




w testdecrypted.jpg Properties

General Securty Detalls Previous Versions

Real Location Searched on Google Maps Exceed Google Map Range Value (Intended)

o>y N 36°46'10.0"N 126°55'56.0"E v —
‘ 14 40 48, 404 41 54

-
36.769444, 126.932222 i i
/' \ \; o) Directions

& A, ® 3 <

: O can il i Maps can't find 74 40 48, 404 41 54
ey Make sure your search is spelled correctly. Try adding a city
b Asanrsi, Sinchang-myeon, S EHE 2 SRS state, or zip code
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Discussion of Results

SPECS: CPU [5-8500
Windows 10

Time Complexity: n*2




Discussion of Results

Triangle = EXIF GPS data > »
Circle = EXIF GPS data

Table 2. Search the GPS information where it is remain

PC — Mobile PC — PC Moblle Android | iOS — Android
— 108

Cloud Service 1
Cloud Service 2
Cloud Service 3
Messenger Application
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Text Messenger
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sion and Potential

f 5,408 5,608 in 608
Followers Views Followers

5,608
Followers

e Novel Encryption Approach
o Lack of Defense
o Lack of Significant Experimentation
o Areais capable for further research

e EXIF GPS implications
o Treasure cove of data is stored in
photos
m If aphoto service is hacked, a
lot of personal information can
be more exposed than
intended



https://docs.google.com/spreadsheets/d/1aHV6u33JSY6cmTXugy4Kun4IO8XTx6vI5wdb3lqU3U0/copy




