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Human-Factor-Aware Privacy-Preserving
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Abstract—Privacy-preserving metering aggregation is regarded
as an important research topic in securing a smart grid. In this
paper, we first identify and formalize a new attack, in which
the attacker could exploit the information about the presence or
absence of a specific person to infer his meter readings. This
attack, coined as human-factor-aware differential aggregation
(HDA) attack, cannot be addressed in existing privacy-preserving
aggregation protocols proposed for smart grids. We give a formal
definition on it and propose two novel protocols, including basic
scheme and advanced scheme, to achieve privacy-preserving smart
metering data aggregation and to resist the HDA attack. Our
protocol ensures that smart meters periodically upload encrypted
measurements to a (electricity) supplier/aggregator such that the
aggregator is able to derive the aggregated statistics of all meter
measurements but is unable to learn any information about the
human activities. We present the formal security analysis for the
proposed protocol to guarantee the strong privacy. Moreover, we
evaluate the performance of our protocol in a Java-based im-
plementation under different parameters. The performance and
utility analysis shows that our protocol is simple, efficient, and
practical.

Index Terms—Aggregation, differential privacy, privacy pre-
serving, smart grid.

I. INTRODUCTION

MART grid is the next-generation electricity grid system

which is expected to integrate power and communication
network together (see Fig. 1). Compared with the traditional
grid featured with centralized one-way transmission (from
generation plants to customers) and demand-driven response,
the envisioned smart grid allows decentralized two-way trans-
mission and reliability- and efficiency-driven response, and
aims to provide improved reliability (e.g., self-healing, self-
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Fig. 1. Structure of a smart grid.

activating, and automated outage management), efficiency (e.g.,
cost-effective power generation, transmission, and distribu-
tion), sustainability(e.g., accommodation of future alternative
and renewable power sources), consumer involvement, and
security [1].

Smart metering is a vital part of the smart grid and has re-
ceived an increasing attention from both academia and industry.
By equipping with smart meters, the smart grid is able to collect
real-time information about grid operations and status, thus per-
forming intelligent balancing of the consumption between peak
and off-peak periods. For example, it is suggested to charge
electric vehicles (also incorporated into the grid) during the off-
peak period and to discharge it back into the grid. Due to the
obvious advantages of smart meters, the deployments of smart
meters are actively promoted by many governments, including
the U.S. and the European Union. Smart meters are expected to
cover 80% of all households in 2020 [2]. In the U.S., the largest
single electric grid modernization investment in U.S. history
was launched on October 27, 2009, with the DOE tapping
3.4 billion in American Reinvestment and Recovery Act funds
for 100 projects. China is another most active investor in
the smart grid infrastructure today, and it will install over
300 million smart meters by the end of 2015, according to the
research report of Zpryme.

Security, especially on the aspect of privacy, is regarded
as one of the major challenges of the large-scale practical
deployment of smart meters. Current smart metering technolo-
gies send all personal detailed consumption information to the
utilities or a centralized database. As a result, the detailed con-
sumption information will leak the user’s behavior information
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[3]. A remarkable number of large electric appliances (e.g.,
water heaters, well pumps, furnace blowers, refrigerators, and
air conditioners) can be identified by appliance load monitoring
[4] by analyzing high-resolution consumption data. Further
researchers are now focusing on a myriad of small electric
devices around the home such as personal computers, laser
printers, and light bulbs [5]. In [3], it shows that, from the high-
resolution consumption information, complex usage patterns
can be extracted with the simple off-the-shelf statistical tools,
and then, the extracted information can be used to profile and
monitor users for various purposes, creating serious privacy
risks and concerns. It could also be demonstrated by the fact
that, in 2009, the Senate in Netherlands has stopped a law aimed
to make the usage of smart meters compulsory because of the
privacy and human rights issues [6]. Therefore, hiding the data
privacy of the individual meter readings and, at the same time,
allowing the operation centers to obtain overall information in
a specific region are two important tasks for securing the
smart grid.

There are several existing researches which work on the
privacy-preserving aggregation in smart grids. However, the
existing works may face the following challenges. First,
the existing works are based on the computational expensive
operations such as Paillier cryptosystem, which may not be
desirable for smart grids, which typically has limited resources,
both in terms of bandwidth and computation. Furthermore, the
current solutions only prevent leakage of the smart meter’s
reading privacy to others and seldom take the human factor
into consideration. In particular, whether the user is at home or
not will have a direct impact on the meter readings. Therefore,
even with the privacy-preserving aggregation protocol in place,
the attacker can still infer the metering information of the user
by comparing the aggregation results before and after the user
leaves the home or comes back. After that, the attacker could
launch any further attacks by using the estimated meter readings
to infer users’ behavior patterns. We denote such kind of attack
as human-factor-aware differential aggregation (HDA) attack.

To address the aforementioned two challenges, in this paper,
we propose a novel human-factor-aware privacy-preserving ag-
gregation protocol to achieve efficient data aggregation without
leaking the individual value of the meter readings and, at
the same time, to thwart differential aggregation attacks. The
contribution of this paper could be summarized as follows.

1) Formulation of a New Attack in a Smart Grid. We for-
mulate a new HDA attack in a smart grid. Different from
the existing works on privacy-preserving aggregation in
a smart grid, we consider the effect of the human factor
on the data aggregate. As in Fig. 2, we assume that the
electricity consumption aggregation is implemented on
five smart meters (idy,ids,...,ids) at two time slots
Ty and T5 and that smart meter ¢d5 is the attack target.
Assume that the house owner, who is equipped with smart
meter ids, is absent in 7} while is at home in 75, and
others’ electricity consumption is kept relatively stable in
these two time slots. Even though each meter sends itself
readings in an encrypted form, the attacker can still obtain
smart meter ids’s readings by comparing two aggregation

ﬁ=R1+R2+R3

Supplier/Aggregator

Fig. 2. HDA attack in a smart grid.

results R5 = R — R. We give a formal privacy definition
on such kind of attack.

2) High Efficiency and Strong Security Guarantee. We pro-
pose a novel approach, which not only enables effi-
cient privacy-preserving data aggregation but also thwarts
human-factor-attack differential privacy-preserving ag-
gregation. In particular, the proposed basic protocol en-
ables the aggregator to obtain the aggregation results
without obtaining the individual value. Furthermore, the
advanced protocol could provide the HDA attack resisting
privacy-preserving aggregation on meters’ readings, even
under the Byzantine attack (1/3 colluding participants).

3) Formal Security Proof and Extensive Performance Anal-
ysis. We present the formal security analysis of the pro-
posed protocol to guarantee the strong privacy. Moreover,
we evaluate the efficiency of our protocol via extensive
performance analysis.

The remainder of this paper is organized as follows. In
Section II, we review the related works. In Section III, we
introduce the preliminaries of our work, including the sys-
tem model, attack model, and formal security definition. We
introduce our basic privacy-preserving metering aggregation
protocol in Section IV. In Section V, we propose our advanced
protocol to resist the HDA attack. Our performance analysis
and experimental evaluation are given in Section VI, which is
followed by the conclusion in Section VII.

II. RELATED WORK

Leaking of real-time metering consumption is regarded as
a serious privacy risk and concern in the development of the
smart grid. Several papers addressed the privacy problems of
smart metering in the recent past [3], [5], [7]-[11]. They point
out that the accurate high-resolution consumption uploads to
the supplier would create serious privacy risks and concerns. It
is urgent to develop privacy-preserving smart grid systems that
provide strong and provable guarantees.

In traditional cryptographic domain, the related researches on
privacy-preserving aggregation include homomorphic encryp-
tion and secure multiparty computation (SMPC). Homomor-
phic encryption [12] allows one to implement homomorphic
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operations on ciphertexts under the same key without being
able to decrypt. Rather than possibly producing high cost in
the implementation of homomorphic encryption, the existing
homomorphic encryption schemes could not be directly applied
to the case which requires additive operations on the ciphertexts
that are encrypted with different users’ secret keys. Yang et al.
[13] proposed an encryption scheme that allows an aggregator
to compute the sum over encrypted data from multiple partici-
pants. As pointed out by Magkos et al. [14], their construction
only supports a single time step rather than multiple time steps.
SMPC [15], [16] as a well-known cryptographic technique
can provide a general method to realize privacy-preserving
computation. It addresses the issue on how to privately com-
pute functions (f1(x), fa(x),..., fn(z)) on n parties’ inputs
x = (z1,22,...,2,). Most of the SMPC protocols require the
interaction among the participants. However, such requirements
may not be adapted to the smart grid where meters ideally act
independently.

Garcia and Jacobs first introduce the concept of privacy-
preserving metering aggregation in smart grid [17]. They ex-
ploit the homomorphic properties of Paillier encryption on
the additive sharing of each meter’s readings. By encrypting
each share on n meter Pallier public key, every meter helps
to compute the share summation. Thus, their protocol requires
O(n?) bytes of interaction between the individual meters as
well as relatively expensive cryptography on the meters them-
selves. Reference [1] uses a superincreasing sequence to struc-
ture multidimensional data and to encrypt the structured data
by the homomorphic Paillier cryptosystem technique. In [18],
Kursawe et al. proposes the protocol based on Diffe—Hellman
key exchange to add secret value on each meter’s readings for
each round such that they all add up to zero. However, none
of them take the human factor into consideration in terms of
privacy preservation in the context of smart grid. In our work,
we consider the HDA attack to leak the privacy of users, which
is similar to the differential attacks in the database.

The concept of differential privacy is first proposed by
Dwork et al. [19] and defines the tradeoff between the utility
of the statistical data and the privacy of participants when
implementing statistical analysis in the statistical database. The
differential privacy can guarantee that, even if the participant
removes his data from the data set, the released results would
not likely become significantly more or less. They achieve the
differential privacy by adding appropriate noise which obeys
some certain random distribution. Moreover, the previous work
on differential privacy considers a trusted data aggregator who
has capability to access to all users’ data. Reference [20]
proposes a distributed differentially private protocol, while it
needs the interaction among the participants, which makes it
impractical in the smart grid.

Some closely related works to ours are [21]—[23]. In [21], the
authors propose the protocol to achieve differential privately
aggregate sums on time-series data when the aggregator is
untrusted. However, as [23] pointed out, the threshold Paillier
cryptosystem [24] brings more expensive cost in each me-
ter. Reference [22] proposes another technique to implement
the same problem. They use a Diffe-Hellman-based applied
cryptographic technique to conceal each meter’s measurement

IEEE SYSTEMS JOURNAL, VOL. 8, NO. 2, JUNE 2014

and obtain the result through a brute-force search. The cost of
their proposed protocol is related to the number of participants
and the input range, whereas our construction is based on a
more efficient construction that only uses modular additions.
Reference [23] provides a more efficient technique based on
modular addition of a one-time secret key. However, the key
establishment is expensive because it requires the establishment
of pairwise keys among smart meters. Moreover, [23] uses
a different noise generation method from ours. We explore a
discrete distribution to add noise, achieving strong privacy.

III. PRELIMINARIES

In this section, we will present the problem definition by
introducing the considered system model and adversary model.

A. System Model

In our system model, we mainly focus on aggregating mul-
tiple smart meter real-time consumptions by the supplier. We
uniformly call the electricity producers or the grid operators
who need cumulative or statistical information of usage patterns
as the aggregators. In particular, our system is composed of
one aggregator and nusers (customers). Every user is equipped
with an electricity smart meter, which measures the electricity
consumption of the user in every T}, long period, and the smart
meter sends the measurement to the aggregator at the end of
every slot. In practice, high-frequency meter reading uploading
is suggested, and 7}, has about 15-min intervals. For notational
and description convenience, we do not distinguish between the
meters and the users, and we number the meters 1, 2,...,n and

also the aggregator 0. In every time period ¢ € N, the readings
(®)

)

. When the context is clear, we

simply write R; instead of Rl(t). The supplier is interested in

the aggregate statistics of all measurements in every slot.

As in [17], we assume that the smart meters have secure
components which are responsible for providing a trusted com-
puting capability for secure storage and basic cryptographic
functionality. The meters should ideally act independently,
without requiring interaction with other meters. We also assume
that the communication channel between the aggregator and the
meter is an authenticated communication channel.

of user ¢ are denoted by R

B. General Attack Model

We use three progressive attack types to straightforwardly

depict the possible attacks in the smart grid.

1) External Attack: the external attacker tries to compromise
the data privacy of the users by eavesdropping the trans-
mitted data from the user side to the aggregator side.

2) Inside Attack: the insider attacker (e.g., untrusted ag-
gregator) tries to compromise the meter’s privacy by
accessing or even misusing the metering data of the users,
which may introduce serious privacy-leaking threats.

3) Malicious Data Mining Attack: the attacker corrupts the
aggregator and collaborates with some compromised me-
ters to infer the users’ meter readings by maliciously min-
ing the aggregation results, e.g., comparing the aggregate
results in the presence and absence of a specific user.
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C. Formal Attack Model and Privacy Definition

We employ a game and the HDA attack to formally represent
the adversary’s capabilities.

1) Game on Leaking Individual Meter’s Measurements: in
this game, we use some queries and responses between
the adversary and the challenger to define the adversary’s
capability. The success probability of the adversary is
defined as the probability that the adversary successfully
determines the correspondence between a ciphertext and
the given true readings.

Setup. The challenger runs the system initialization algo-
rithm to make public the resulting common parame-
ter to the adversary A.

Queries. In this phase, the adversary not only captures the
meters’ encrypted reports but also initiatively issues
Compromise and Encrypt queries for some meters.
a) Encrypt. The adversary A chooses a meter i

given the readings R in time slot ¢ and asks
for the ciphertext readings. We use (i,t, R) to
denote meter ¢’s readings R in time slot 7". The
challenger returns the ciphertext Enc(sk;,t, R)
to the adversary by implementing the protocol.
Moreover, only less than g. queries for one
meter ¢ are allowed in the Encrypt phase.

b) Compromise. The adversary specifies an integer
1€ {1,...,n}. If i =0, the challenger returns
the aggregator capability sk to the adversary. If
i # 0, the challenger returns sk;, the secret key
for the :th meter, to \A.

Challenge. A issues two plaintext readings Ry and Ry,
a group of meters 1, is,...,1, and a time slot ¢*.
The challenger picks a bit b € {0, 1} uniformly and
returns the challenger text Enc(sk;,t*, Ry). Any @
must not have been compromised at the end of
the game.

Guess. The adversary outputs a guess b’ € {0, 1}. A wins
ifb=10.

The advantage of A in attacking the scheme is
defined as follows:

Advy = (1)

P

Pr[b =] 5 ’ .

2) HDA Attack: in this attack model, the adversary mali-
ciously infers the statistical information from the aggre-
gate results as in Fig. 2. The adversary may collude with
a set of corrupted meters to reveal the honest meters’
measurements. The corrupted meters can reveal their
readings, even providing false measurements to the ag-
gregator for the adversary to statistically mine the honest
meters’ measurements.

We give an example to illustrate the risks of HDA
attack. We assume that the adversary knows the exact
aggregate results on metering set D before Alice comes
back to consume electricity and successfully infers Al-
ice’s house activities by comparing two exact aggregate
outputs on metering set {D U Alice}. We design a per-
turbation algorithm to reduce the effects on aggregate

results by modifying any single meter’s readings. Our
method guarantees the indistinguishable aggregate results
for similar inputs (more precisely, differing by a single
meter readings), and thus, the modification of any single
meter’s readings changes the probability of any output
only up to a multiplicative factor e® and a constant
factor 4.

In terms of the aforementioned possible attacks, we define
our security definitions from two aspects.

Definition 1: Individual measurement security: if Advy < €
is true for any polynomial time adversary A that makes at most
g. encrypt queries for one meter and at most g, private key
extraction queries, we say that the protocol is (¢e, g, €) secure.

Similar to the differential privacy in database, we give the
HDA-attack secure definition.

Definition 2: HDA attack security: a randomized function
gives d-approximate e-indistinguishability differential privacy
if, for all collected readings, sets D; and D5 differ on at most
one element, and all S C Range(K)

Pr[K(D;) € S] < exp(e) - Pr[K(D2) € S| + 4.

IV. PRIVACY-PRESERVING METERING AGGREGATION
SCHEME IN SMART GRID

In this section, we present our basic protocol which allows
the aggregator to make the data aggregation without leaking
individual meter’s measurements.

A. Basic Idea

One challenge that we face when designing the mechanism
in smart grid is how to minimize the computation and commu-
nication overheads of the meters. Traditional SMPC techniques
can be used to ensure that the aggregator learns only the sum
[15], [16]. However, rather than the high cost of the computa-
tion, the SMPC requires the participants to interact with each
other in the phase of computation, which makes the SMPC
impractical in the smart grid. In contrast, in our basic solution,
after a trusted system initialization phase between all meters
and aggregator, no further interactions are required, except
for uploading encrypted readings to the aggregator for each
time slot.

We now explain the intuition behind our construction. Sim-
ilar to the traditional cryptographic techniques of secret shar-
ing, our basic idea is to permit the meter itself to randomly
divide its readings into m shares. That is, meter ¢’s readings
R; are divided into (r41,7i2,...,7;m) such that R; = ;1 +
ri2 + -+ - + rim. To clearly describe our idea, we use a matrix
(2) to represent the n meters’ divided reading shares. Each
row represents one meter’s data shares. For example, R; is
represented by the ith row (71,72, ..., Tim)

T11 12 T1im
r21 7'22 T?m (2)
Tn1 Thn2 Tnm
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Thus, the desired aggregate is ;" Ri=> ;" > 00, rij=

> jo1 > iz Tij- We exploit the interactive masking among the
meters to protect the individual meter’s readings. An aggregator
only can reveal the sum of shares ;" | r;; for each column in
matrix (2). Shares are added together to conceal the individual
ones. In this paper, we will propose a novel mechanism in
which the sum of shares in the same column ) ;' | 7, j =
1,2,...,m,is a unique solution of the linear equations.

B. Details of the Basic Protocol

Our basic protocol mainly includes three parts: system
initialization, meter’s reading report, and privacy-preserving
aggregation.

1) System Initialization: Let H be a hash function H :
{0,1}* — Z, and a1, ag, . . ., ayy, be the possible seeds for H.
The later computations all are performed in Z,. Suppose each
meter’s readings are in the range {0, 1, ..., A}. Then, the sum
of n meter readings is in the range {0,1,...,nA}. We claim
p > n/\. The public parameters in the system are

params = (H,p,a1,...,Qm)-

For n meters, the trusted server generates m-(n+1) random nu-
mbers (801, S025 -+ 5S0msS1155125 -+ -5 SIms-+-3Sn1,Sn2, -+,
Snm) € Zy such that Y s;; = 0 for j =1,2,...,m. Here,
m is the security parameter, which refers to the number
of shares in the protocol. The aggregator obtains skg =
(8015502, - - - Som ), and smart meter ¢ is distributed with its
corresponding secret keys sk; = (8;1, Si2, - - - Sim)-

2) Meter’s Reading Report: In order to conceal the meter
readings R; in the time slot ¢, smart meter ¢ performs the
following steps.

Step 1): meter ¢ divides its readings R; into m shares
Ri =ra +rig+riz+ -+ 7m mod p. 3)

Moreover, meter ¢ computes the time-series information for
each time slot ¢ by performing the following:

(H(anllt), H(az|t), ..., H(am|t)).
We use (21,2, ..., Zmy) to denote these values, i.e.,
(1,29, ..., xm)=(H(a1||t), H(azl|t), ..., H(am|t)). @)

Step 2): using the private key sk;, meter ¢ encrypts each shares
into (yi1, Yi2, - - -, Yim ) satisfying
Yir =71+ 71+ AT 5127 mod p
Yir =T+ T2+ T as +sias" mod p 5)

_ —1
Yim =Ti1+Ti2Tm~+ - +TimTin *+SimZ mod p

3) Privacy-Preserving Aggregation:

Step 1): to aggregate the time slot ¢’s readings, the aggregator
also computes the time-series information (z1, 2o, ...,
T ) as the aforementioned meter ¢’s operations.

Step 2): using the private key sko, (x1,x2,...,z,,), and
the collected data (y;1, Yo, - .-, Yim) for all meter i(i =
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1,2,...,n), the aggregator constructs the linear equations
with the (A, As, ..., A,,) unknown variables

Z yin+so1al = A1+ Aswi+- -+ A2l mod p

<.
—

M:

Yio+5020Y = A1+ Agzo+- - -+ Ay mod p (6)
1

7

iTrL+507er% :Al +A2$m+' . '+Amxz7i71 mod p

M:E

=1

Step 3): the aggregator computes the solutions of the afore-
mentioned linear equation set and outputs the aggregated
readings by adding the solutions together

Result = Ay +As + -+ + A, @)

C. Correctness Analysis

The data aggregator can correctly get the sum of the meters’
measurements if each user honestly follows the protocol. For
jth equation in the linear equations, we have

n

m
E Yij + S0;T;
=1

n n n
-1
= E ri1 + E TioZj + oo+ g TimTy"
i=1 i=1 =1

n

m m

+ E SijT; + 505
i=1

n n
-1
- E ri1 + E Ti2Zy + -+ E rimx;n
i=1 =1

Since z1,x2,...,x,, are different values, the aggrega-
tor obtains the unique solution Ay =" ri,..., A, =
2?21 ri1m With m equations and m unknown variables. The
sum of these equation solutions is the desired result Result =
A+ A+ + A =30 Z;n:l ri;j. Therefore, the ag-
gregator could obtain the aggregation results of meter readings.

D. Security Analysis

Theorem 1: Our basic protocol is secure under the previ-
ously defined formal attack model, and the adversary’s success
probability against the basic protocol is at most 1/p™ if there
are at most m — 1 queries for one meter in encrypt query phase.

We present the proof of Theorem 1 in Appendix A.

V. ADVANCED PROTOCOL RESISTING HDA ATTACK

The basic scheme presented in Section IV ensures that the
aggregator learns nothing about the individual value of the
metering but the overall aggregation result. However, the basic
scheme is still vulnerable to the HDA attack. The dishonest
meter may even collude with the aggregator to provide some
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Meter ID 1 2 n
o (1) (R) o
Distributed Data
Perturbation Ri+v, Ry + v, R, +v,

Enc(R,+vq) Enc(Ry+v,;) Enc(R,+v,)

) ! )

Supplier/Aggregator

Basic Protocol

“\ Dec(X; Enc(R; +v))) = Z;(R; + v;) 7

Fig. 3. Our advanced protocol to resist the HDA attack. In every time slot,
each meter independently adds noise v; to its measurements before encrypting.
The following encryption is executed on the perturbed data as in the basic
protocol. The aggregator uses capability sk to decrypt the noisy sum but learns
nothing more.

false information to manipulate the collected data. In this
section, we will propose a novel approach to thwart HDA attack
by introducing some randomness (or introducing some noise)
without interfering the aggregation results.

To realize the HDA attack security, we use the idea of dif-
ferential privacy in the database. Differential private algorithm
in the database produces indistinguishable outputs for similar
inputs (differing by a single entry), and thus, the modification
of any single meter’s measurements changes the probability
of any output only up to a multiplicative factor e and a
small nonzero shift . The parameters ¢ and & allow us to
control the level of privacy. Moreover, the common methods for
achieving differential privacy let the aggregator add a random
noise to perturb the outputs of f, where the noise distribution is
carefully calibrated to the global sensitivity of f.

However, in our case, the aggregator is untrusted. The per-
turbation does not rely on any trusted aggregator. Therefore,
the noise should be added by each meter itself on its own
measurements and should be encrypted in such a way that
the aggregator can only compute the (noisy) aggregate. In
particular, each meter ¢ should add noise to its measurements
before encrypting them (Fig. 3).

A. Differential Privacy Preliminaries

Traditionally, the differential privacy adds noise sampled
from a Laplace distribution to the published statistics to ensure
individual privacy. However, because the basic protocol is based
on finite fields Z,, we need to choose a discrete distribution
instead. A fact in probability states that the Laplace distribution
is divisible and can be constructed as the sum of i.i.d. gamma
distributions. We use binomial distribution, which can be re-
garded as an approximation for the gamma distribution. The use
of binomial distribution first appeared in Dwork ez al. [20]. We
now provide some backgrounds on the binomial distribution.

Definition 3: Unbiased binomial distribution: let the bias of
the binomial distribution be p = 1/2. Then, the mass function

at n/2 + x is (2/:+x)(1/2)”. We use B(n,p) to denote the

binomial distribution with parameters n and p. The unbiased
binomial distribution is denoted as B(n, 1/2).

Fact 1: Let Vi,...,V,, be iid., and V; ~ B(n;,p), i =
1,2,...,m. Then, V. =V; +---+ V,, ~ B(n,p), in which
n=mny4+---+nm.

Theorem 2: Let € > 0 and § > 0. Suppose u and v are two
integers such that |u — v| < A. Let r be a random variable
having the unbiased binomial distributionB(n,1/2). Then,
for any integer k, Prlu+r = k] < exp(e) - Prlv+r = k] +
0, as long as parameter n is chosen to be at least i, h =
64/A2%l0g(2/5) /€.

B. Distributed Data Perturbation: Achieving HDA Privacy

In our data perturbation phase, we exploit the classical
assumption in the Byzantine literature that at least 2/3 of the
participants will survive. With the 2N/3 honest smart meters
cooperatively generating noise, we ensure that the deviation
between the released data and the true results is small and
provides the differential privacy for the HDA attack. We present
our protocol as follows. Assume that each meter’s readings are
in the range of {1,2,...,A}.

Our distributed sanitization algorithm is simple; meter 7
calculates the value R; for every reading R; in time slot ¢
such that R; = R; 4+ v; mod p and sends it to the aggrega-
tor, where v; ~ B(3h/2N,1/2) and h = 64A%log(2/6)/€>.
Now, if the aggregator sums up all values received from n
meters, then Y7 R; = >" | R;+ >, v is differential
private based on Theorem 2. Since the mean of the unbiased
binomial distribution B(n,1/2) is n/2, the releasing output is
Sy Ri—n/2.

C. Utility Analysis

In order to measure the utility of our perturbation, we quan-
tify the difference between the noisy statistic sum(R) and the
true output sum(R). A common error measure is the mean
absolute error, which is the expectation E|sum(R) — sum(R)|.
However, if the true output sum(R) is greater, the added
noise becomes small compared to sum(R), which intuitively
produces better utility. For better description of the added noise
compared to the output result, we define the relative error v =
lsum(R) — sum(R)|/sum(R) + 1, and thus, the error function
is defined as E(v). Therefore, the utility of our distributed
perturbation algorithm is defined as E(y) = (1/sum(R) +
1)E|sum(R)—sum(R) + > ; v;| = p/sum(R) + 1.

Fig. 4 shows the error with different numbers of users. In
the simulation, we assume that each meter’s readings are in the
range {0,1,...,5}. We vary the number of users from 3000 to
15000 and compare the utility of our protocol under the privacy
parameter (e = 0.5 and 6 = 0.01). Simulation shows that our
advanced protocol produces little error with different numbers

of users n.

VI. PERFORMANCE EVALUATION

In this section, we present the detailed implementation and
evaluation of the proposed protocol with different security
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Fig. 4. Utility analysis of the advanced protocol.

parameters and different numbers of users (smart meters). The
overheads of the keys and hash seed generation and distribution
by the trusted server in the system initialization phase are not
evaluated because the system initialization occurs rarely only
when adding or removing meter in the grid.

A. Computation Cost Analysis

In the experiment, we implement the proposed scheme in
Java and run it in a computer with 2.26 GHz, dual-core
CPU and 2-G memory, and Windows XP OS. We use SHA1
as the hash function to generate the time-series information
(H(aq||t), H(azl|t), ..., H(am|t)) in the implement. As we
have proved in the section of security analysis of the basic
protocol, the security of our scheme is related with the value of
m (we call m as security parameter). The cost of each meter is
mainly on perturbing the real readings R, dividing the perturbed
readings into m shares r; randomly, calculating the public
time-series data (1,22, .., %), and outputting m values y;
with its private keys. Because the calculation does not include
complex and expensive computation except for hash function,
the computation cost of the meter is low. In our experiment, it
takes about 5 ms when the security parameter m is 20. The
experiment shows that the computation cost of the meter is
linearly increased with the increase of the security parameter
m (see Fig. 5) but is kept always in a low level. Moreover, the
smart grid does not need to store any long public key like some
other schemes. For example, in the scheme [17], each smart
grid has to store N public keys. Here, IV is the number of smart
grids in one local substation, and the number of N usually is a
few hundred. Therefore, our scheme can be implemented easily
on the cheap Java-enable smart card.

Fig. 6 shows that the computation cost of the aggregator
is increased slowly with the increase of the number of users
when the security parameter is set to 10. Figs. 7 and 8 show
that, when the security parameter is 20 and 30, respectively,
the computation cost of the aggregator has a similar trend with
the one where the security parameter is 10. Therefore, we can
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Fig. 6. Computation cost of the aggregator with a security parameter set-
ting of 10.

say that the number of user has little effect on the cost of
the aggregator. For ten thousand users, the computation cost
is only a few millisecond when the security parameter is 20
in our experiment. This result shows that our scheme has little
request on the computation performance of the aggregator and
is suitable for the real word that the grid has a lot of meters.

Fig. 9 shows the relation between the computation cost and
the security parameter with the different numbers of meters.
From Fig. 9, we can find that the computation cost of the
aggregator is linearly increased with the increase of the security
parameter. The grid manager can estimate the computation cost
easily with this feature.

B. Communication Overhead Analysis

The communications between the smart meters and the ag-
gregator are bidirectional in the smart grid. It includes the
aggregator-to-meter communications and meter-to-aggregator
communications. During the system initialization phase, the
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Fig. 9. Computation cost of the aggregator with different security parameters.

trusted server will send the secret keys to the user. After that
phase, the trust server and aggregator do not need to send
additional information to the meters. In one reading time slot,
each user calculates m results y; and sends them to the aggre-
gator with the format (y1([yzl| - - [[ym ||t). Suppose each y; is
an integer with 32 b. Therefore, the total length of the uploaded
result is 32 - (m + 1). If the secure parameter m is chosen to
be less than 100, the length of the communicated message is
only a few thousand bits, which is very shorter. Therefore, the
overhead of communication in our protocol is very low and very
suitable for the limited bandwidth of the smart meter.

From the aforementioned analysis, the proposed scheme is
indeed efficient in terms of computation and communication
cost, which is suitable for the real-time high-frequency data
collection in the smart grid.

VII. CONCLUSION

In this paper, we have identified and formulated a new
security threat toward privacy-preserving data aggregation in
smart grid. To thwart this attack, we have proposed a novel
privacy-preserving data aggregation scheme which could sup-
port efficient data aggregation for time-series metering data
without leaking the individual value. It could also thwart HDA
attack by introducing some randomness to the aggregation
result without affecting the aggregation utility. We have given
a formal proof to the security of the proposed scheme and a
detailed performance evaluation of the proposed scheme by the
Java implementation. The extensive analysis and experimental
results demonstrate the effectiveness, efficiency, and security
of the proposed scheme. Our future research will focus on the
other security aspects of the smart grid.

APPENDIX A
BASIC INDIVIDUAL-MEASUREMENT-SECURE
PROTOCOL SECURITY ANALYSIS

In this section, we present the formal security proof of
Theorem 1.

Setup: The challenger builds the system in the ini-
tialization phase and picks random seeds g, aq,..
hash function H, and random (so1, So2, - -

* a7ﬂ7

-y S0m; 811,512, -+

S1m3- 381,802, -« -, Sum) € Zy such that >~ s;; = 0 for
7 =1,2,...,m. The challenger gives the adversary the params
(Ha A1, 42, ...y a’rmp)-

Queries:

1) Compromise. The adversary A can make Compromise
queries adaptively and can ask for the compromised meter
i’s secret key sk; = (1, S:2, ..., Sim). The challenger
returns (8;1, Si2, - - -, Sim) to the adversary when asked.
Moreover, if the adversary asks the value sk, then the
aggregator capability is compromised.

2) Encrypt. The adversary A submits an Encrypt query to
the challenger. We use (4, ¢, R;) to denote the meter ¢’s
readings R; in the time slot ¢. The challenger randomly
divides R; = R;1 + Rio +---+ R;;,, and computes
Yi1, Yi2s - - - » Yim as the protocol. A obtains (y;1, Y2, - - -
Yim ). We require that, for meter i, the Encrypt queries
(i,t, R;) are at most m — 1.
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Challenge: The adversary A specifies a group of me-
ters V and a time slot ¢*. For each ¢ € V, the adversary
chooses (i, Rip,t*) or (i, R;1,t") to the challenger. The chal-
lenger picks a bit b € {0, 1} uniformly and returns the chal-
lenger text (Yiv,, Yibos - - - » Yiby, ) = Enc({sijlggm}J*,Rib).
Because the challenger randomly divides R;,, the adversary
has no other choice but to solve the linear equations with given
(Yiby s Yibg» - - - » Yib,, )- Moreover, by launching Compromise and
Encrypt queries, the adversary can get some additional infor-
mation on solving the linear equations. However, we analyze
that the additional information is not sufficient in solving the
equation set.

For ease of discussing, we make a small modification of the
game. In the Encrypt queries, if the adversary issues a request
for some tuples (7, z, ¢*), where t* is the time step specified in
the challenge phase, the challenger treats this as a Compromise
query and simply returns sk; to the adversary. From now on,
we will assume that the adversary does not make any Encrypt
queries for time t*. We use W to denote the Compromise secret
key set and U to denote the Encrypt meter’s ID. Let W £ [n] \
W denote the set of uncompromised meters.

We consider three cases for the attack target V.

Case 1. skg € W (i.e., the aggregator capability has been
compromised), and V' = W . We assume the number of W
as w. The adversary can construct (n — w) - m + 1 linear
equations with (n — k) - (m + m) unknowns. This means
that the adversary cannot determine the dividing shares or
the share sum for every ¢ € V.

Case 2. V # W, or the aggregator capability has not been
compromised. Compared to case 1, the adversary has much
less equation number with the same number unknowns.
Therefore, the adversary cannot determine the dividing
shares or the share sum for every ¢ € V.

Case 3. For some meter 4, the adversary A queries the Encrypt
at most ¢, times for time slot ¢ # t*. In this case, the
adversary get m - g + ¢, linear equations with m - ¢. +m
unknowns. If ¢, < m, then the equation set has undeter-
mined solutions.

Therefore, the success probability of the adversary is at
most 1/p™.

APPENDIX B
PROOF OF THEOREM 2

This section presents the proof of Theorem 2.
a) Proof: We consider the extreme case when |u — v| =

A. Then
Prlu+r=k  Prlr=Fk—u]

Prlv+r=4k] Prr=k—u+A]

Use n/2 + = to denote k — u. We determine the range of z
which makes
(/2+2)
LY (8)
(n/2+z+A)

Prir =n/2 + z]
Prlr=n/2+x+ A

By computing the aforementioned inequality, we say that, as
long as x < ne/8/\, the inequality holds.
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In the case 2 > ne/8/A\, we let § limit the relative shift. That
is, Prly > n/2 + en/8A] < §/2. According to the Chernoff
bound, we get Prly > n/2+ en/8A] < exp(—e*n/64A2%).
Thus, we get §-approximate e-indistinguishability as long as n
is chosen to be at least 64A2 log(2/6) /€. [ |
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